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Abstract

This documeritt studies the way to provide network security to the information sent over a Wireless
Local Area Network (WLAN). This kind of networks are specially vulnerable, since the information

is transmitted through the air, over a certain physical extension. The IEEE 802.11 specification (for
WLANS) includes an encryption protocol, WEP (Wired Equivalent Protocol), but it presents some
weaknesses: there is no automatic key distribution protocol, and the WEP’s security itself has already
been exposed.

The purpose of this project is to fulfill the security needs of users of small to medium-sized WLANS’
by providing them with a strong and easy to deploy network security. It seems like these WLAN
environments will be of great importance in the near future of the wireless market. A security sys-
tem taylored for them and their “average” users requires a series of particular features: strong secu-
rity, simplicity of installation and use, password management policies, user roaming capabilities and
no special software or hardware requirements. Hence, these are design conditions imposed in this
project.

The approach consists of building a Virtual Private Network (VPN) over the WLAN, using IPSec
as underlying security protocol. IPSec is a strong security protocol. However, it assumes that all
configuration aspects have been completed by hand in the entities taking part in the secured commu-
nications.

The programs implemented as a result of this project’s work attempt to solve these deficiencies. User
authentication, automatic IPSec policies configuration and automatic IPsec session authentication
keys (IKE Preshared Keys) generation are realized with the help of a negotiation protocol between
the Mobile Nodes and a Security Gateway (a dual-homed host located between the WLAN and the
wired network), which controls the traffic between the Mobile Nodes in the WLAN and between
the Mobile Nodes and the wired network and the Internet. A server (which runs on the Security
Gateway, optionally as a daemon) and a client (running on the Mobile Nodes) entities have been
designed to accomplish the protocol. An IPSec tunnel is built between each Mobile Node and the
Security Gateway. The traffic to / from the Mobile Nodes can only flow through these tunnels, which
guarantee the information’s privacy and integrity, as well as the entities’ authenticity.

A trade-off between code simplicity and user-friendlyness has been met in this project. The programs
provide a reasonable configuration flexibility, although in some cases advanced knowledge is required
in order to make use of it. However, the installation process and “basic” operation is quite simple to
accomplish.

1This work has been supported by a grant from Microsoft Research, Cambridge, UK.
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Chapter 1

Introduction

A WLAN is a LAN (Local Area Network) that holds its communications through high frequency
radio waves, rather than wires. Due to their relatively low price and easy installation, this kind of
networks represent a very convenient alternative to both wired networks and the connection of nodes
to a wired network.

Many IEEE 802.11 WLANS are operated in a completely insecure manner, representing an easy-to-
attack target for even the most unskilled attackers, who happen to pass by near a building where an
IEEE 802.11 WLAN is operated. Therefore, in WLANS there is a stronger need for security than in
their wired counterparts.

1.1 Issues about secure WLAN deployment

In this section, the scenarios considered are described. In principle, this project is intended to fulfill
the security needs of small and medium-sized WLAN environments, which include both home and
enterprise scenarios.

1.1.1 Viable solutions for small and middle-sized environments

The usual scenario of roaming access to wireless LAN infrastructures is the following: a number
of mobile stations (typically notebooks with wireless cards) get connected to the WLAN in order to
access the corporate resources. These resources include Internet access, printers and other devices.

We will consider two typical cases in which this kind of networks are used: in small corporate envi-
ronments, and at home. Figure 1.1 shows a basic architecture for a corporate networking scenario.

In this architecture, we observe different parts. Normally, there will be one or more base stations that
transmit the information belonging to one or more WLANS. The base stations are directly connected
to the wired LAN (Ethernet), and constitute the actual interface between the wired and wireless LANSs.

In principle, the IP addresses assigned to the mobile nodes in the WLAN are private. Hence, a NAT
(network address translation) operation will need to be performed before traffic from these machines

Copyright at Technical University Berlin.
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can go out into the Internet (through the gateway, GW). Note that the network resources such as
printers are shared among all users. Wireless users should also have access to these resources. But
the network resources remain attached to the wired LAN.

Another typical environment is the usage at home. In this case, it is usual to have a computer con-
nected to the Internet through some gateway device (IDSN adapter, DSL modem, cable modem, etc.).
The base station may be directly wired to this computer. In some cases the home configuration could
also include a small fixed network as depicted in Figure 1.2 connecting a few PC’s with a printer and
a PC accessing the Internet.

The mobile node is any notebook carrying a wireless card that accesses the other resources (Internet,

printer, peripherals, etc.) through the PC which probably has no wireless card. This scenario is espe-
cially useful for those who use a notebook to work outside their home and want to get connected to

Copyright at Technical University Berlin.
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1.2. TASK OF THIS THESIS

the Internet or have access also at home to other resources of the home wired PC with their notebook.

There is an issue inherent to both scenarios: users should be able to connect their wireless-enabled
notebooks to one or more of these networks and, in each of them, be able to hold their communications
securely. Just imagine the typical worker who uses his notebook in his company’s WLAN, and also
in his own WLAN when he gets home. These are two completely different environments, but he will
still be expecting to have some network security features in both of them.

Thus, what we are looking for is a general solution, which can be applied to any scenario. This means
that no complicated operations in the mobile nodes or in the wired networks (or in the home-case,
in the PC) should be required. Users should remain relatively unaware of the details regarding the
underlying security mechanisms: they should be able to just turn on their notebooks, authenticate
themselves, and start working. In general, they should nevertheless be somehow conscious that they
have secured their communications.

1.1.2 Roaming

Itis also a desirable feature in these networks that the users can roam from one to another seamlessly.
This means that the change of WLAN, access point and wireless environment remains to them as
transparent as possible.

1.2 Task of this thesis

As the wireless medium is easier to attack than the wired one, special security measures must be taken
in order to ensure the protection of the data sent over these networks.

The purpose of this project is to evaluate the different technological options available in order to
achieve the security level required in enterprises or at home. Afterwards, a feasible solution is to be
designed and implemented.

The program will be developped to run over Windows platforms, since Windows is to date the most
deployed operating system.

1.3 Overview of the rest of the Document

The rest of the document is organized as follows: in section 2, a background of the WLAN security
problems is provided, including WLAN security risks, available security technologies and other is-
sues. Finally, some conclusions are drawn. In section 3, the requirements and design of this project’s
solution are described. In section 4, the actual implementation of the WLAN security configuration
solution is discussed. In the last section, conclusions are reached and an outlook to the future and the
initial purposes is made.

Copyright at Technical University Berlin.
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Chapter 2

Background

This chapter provides a brief technical background of the IEEE 802.11 standard. The WLAN se-
curity risks that arise from relying on it are analyzed. Afterwards, the alternative available security
technologies are studied: this project will be based on one of them.

Finally, some conclusions are drawn regarding the needs of a WLAN security solution (including
both security and environment configuration). These conclusions will be the basis for the design of
the configuration solution in Chapter 3.

2.1 WLANSs and the IEEE 802.11 standard.

The standard IEEE 802.11 [20] describes the WLAN architecture. It defines two different network
architectures: Ad-hoc Network and Infrastructure Network.

The Ad-hoc Network configuration (Figure 2.1) defines the following entities:
e Station (STA): terminal which accesses the wireless medium through a conformant MAC (medium

access control) and PHY (physical layer) interface and contacts the access point (infrastructure
configuration), or other Stations (ad-hoc configuration).

e Basic Service Set (BSS): group of Stations using the same radio frequency.

It allows direct communication between end systems within a limited range. These systems are
grouped in Basic Service Sets (groups of stations using the same radio frequency). As there is no
further infrastructure, no communication is possible between different Basic Service Sets.

The Infrastructure Network configuration (Figure 2.2) introduces a new few entities:
e Access Point(AP): entity with station functionality which provides access to the distribution
services via the wireless medium for the associated stations.

e Portal: the logical point at which the medium access control (MAC) service data units from a
wired network enter the Distribution System of an Extended Service Set (ESS).

Copyright at Technical University Berlin.
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Figure 2.1: Ad-hoc Network Architecture [28]

¢ Distribution System (DS): a system used to interconnect a set of basic service sets (BSS).

e Extended Service Set (ESS): a set of one or more interconnected BSSs and integrated wired
LANSs that appear as a single BSS to the logical link control layer at any associated station.

The Access Points provide access to the Distribution System (DS). Through this infrastructure (APs
and DS), the different BSSs can communicate with each other. The Distribution System connects the
different BSSs with the wired network (typically an 802.x LAN) through a Portal.

In this project, the second configuration, Infrastructure Network, will be taken into consideration.

In general, wired data networks face the following threats:

e Masquerade: when an entity claims to be a different entity

e Eavesdropping: an entity can read information which it is not meant to access
¢ Authorization violation: an entity uses a service it is not allowed to use

e Modification or loss of transmitted information: data is altered or destroyed

e Repudiation of communication acts (repudiation): an entity later falsely refuses to have partic-
ipated in a communication event.

e Forgery of information: an entity creates information in the name of another entity

e Sabotage: an action intended to reduce the availability and / or correct functioning of services
or systems.

Copyright at Technical University Berlin.
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Figure 2.2: Infrastructure Network Architecture [28]
As wireless medium networks, WLANs must face specific threats:

¢ Wireless communications are more accessible to eavesdroppers

e The lack of physical connection makes it easier to access services

If the Mobile Nodes are expected to be working in truly mobile conditions, the following threats are
also applicable:

e Key management is harder since the peer entities cannot be previously determined

e The location of a device / user becomes a more important information worthwhile to eavesdrop
on and is, thus, to be protected.

The IEEE 802.11 also describes the authentication and privacy mechanisms available in WLANS.
This standard comprises some primitive security protocols called “wired equivalent privacy” (WEP)
and “Shared Key Authentication”. However, they provide a limited level of protection due to crypto-
graphic weaknesses.

2.2 WLAN security risks

In the following sections, some inherent risks in the IEEE 802.11 standard will be discussed.

Copyright at Technical University Berlin.
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2.2.1 Unauthorized access to the WLAN

When unauthorized devices enter the wireless infrastructure without going through the corresponding
security process and review, getting associated to a base station. This may happen for several reasons,
such as:

e Wired Equivalent Privacy (WEP, see Section 2.3.1) is turned off

e enterprises where a base station has been attached to the wired LAN without taking any security
measures.

2.2.2 Interception and monitoring of wireless traffic

This risk is present in all Ethernet-like networks (and hence in WLANS).

e Sniffers are devices that allow an intruder to monitor all the traffic sent over the network.
In WLANS this is specially easy, since the access to the wireless medium is guaranteed in
the emitting range of the base stations (which usually exceeds the physical perimeter of the
enterprises).

e |f an attacker is able to sniff all the traffic, he could find out the MAC and IP addresses of the
entities present in the WLAN. With this information, he could then issue malicious commands
impersonating his victim by injecting traffic and “hijacking” his victim’s session.

¢ If a base station is connected to a hub, rather than a switch, any traffic across the hub can be
potentially sent over the WLAN, aggravating the risk: traffic from the wired network can reach
the wireless medium.

e Arp spoofing: if an attacker has access to the arp traffic flowing in the WLAN, he could make
use of tools like Dsniff to gain access to sensitive data from other subnetworks accesible from
the wireless access point, although this traffic would normally never flow into the wireless
network.

e BaseStation clone: if the attacker places a base station of his own in the proximity of the
WLAN, the users might attempt to connect their terminals to the attacker’s server, giving away
valuable information. For example, if a user maps a certain network drive, or just by exchanging
NetBIOS traffic, his password could be exposed.

2.2.3 Misconfiguration

In most cases, the out-of-the box wireless base stations are by default set to the minimal security
configuration. In principle, it is up to the network administrators to enable WLAN security features:

e SSID: The Server Set ID is an identifier shared by the base stations and the clients which are to
get connected to them. It is possible to configure the environment so that only clients having

Copyright at Technical University Berlin.
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2.3. EXISTING APPROACHES TOWLAN SECURITY

the same SSID can communicate to the corresponding base station (although this option is not
enabled by default). If not changed after installation, this SSID will remain to be the default
one, which is the same for all base stations of the same model. WEP, the encryption standard for
IEEE 802.11, does not encrypt the management packets, and therefore the SSID goes through
the air in clear text (and hence can easily be eavesdropped on).

¢ SNMP: Many base stations have SNMP configuration agents running on them. If the SNMP
community word is not properly configured, an attacker could read and, in some cases write,
data on the devices.

e The clients also store valuable information (SSID, WEP key) which could be exposed under
certain conditions (client’s misconfiguration). On Windows machines, for example, this data
can often be found in the Windows registry.

2.2.4 Jamming

lllegitimate traffic overwhelming the frequencies used by the WLAN devices can avoid the legitimate
traffic to get through, in a denial of service attack.

2.2.5 Client to Client Attacks

In an Ad-hoc Network configuration (Section 2.1), clients can talk directly to each other without
going through a Base Station. It could be dangerous to allow other clients this kind of access. In this
sense, file sharing services are specially dangerous. In any case, a client could always flood another
one with bogus packets.

However, this risk does not affect the scenarios considered in this project, which correspond to an
Infrastructure Network configuration.

2.3 Existing approaches to WLAN security

2.3.1 |EEE 802.11

The standard IEEE 802.11 (for WLANS) includes some basic security services which are integrated
in the WLAN environment:

e Entity authentication

e Wired Equivalent Privacy, WEP
The authentication should be performed between stations and access points and could also be per-

formed between arbitrary stations. In an authentication event, an entity acts as “requestor” and the
other as “responder”:

Copyright at Technical University Berlin.
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Table 2.1: Notation of the Shared Key Authentication protocol

Notation Meaning

A Authentication requestor

B Authentication responder
ID, Identifier of A

rg Challenge text proposed by the responder
K4 p Shared secret key

)

1. The requester sends a first authentication frame to the responder:

A— B: (Authentication, 1, IDA) (2.1)

2. Before sending the second frame, the responder shall use WEP to generate a string of octets
that shall be used as the authentication challenge step:

B— A: (Authentz’cation7 2, TB) (2.2)

3. The requester shall copy the challenge text from the second frame into the third frame. The
third frame shall be transmitted after encryption with WEP, using the shared secret key:

A— B: {Authentication, 3, TB}KA . (2.3)

4. The responder shall attempt to decrypt the contents of the third frame in the authentication
sequence. If the WEP check is successful the responder shall then compare the decrypted con-
tents of the Challenge Text field to the challenge text that was sent in frame 2 of the sequence.
If they are the same, then the responder shall respond with a successful status code in frame
4 of the sequence. If the WEP check fails, the responder shall respond with an unsuccessful
status code in frame 4 of the sequence:

B— A: (Authenticatton,él, Successful) (2.4)
There are two authentication modes:

e Open System Authentication: no authentication at all. If this type of authentication is chosen,
the process ends with the second frame.

e Shared Key Authentication: supports the authentication of STAs as either a member of those
who know a shared secret key or a member of those who do not. In this authentication mode,
the four protocol messages are used. WEP is necessary to accomplish all the steps in the
authentication process. The required shared key is supposed to have been delivered to each
participating STA independently of IEEE 802.11.

The WEP protocol is supposed to ensure the following security features:

Copyright at Technical University Berlin.
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e Confidentiality: only stations in possession of the shared key (Group Key) will be able to read
the WEP-protected messages.

¢ Data origin authentication/data integrity: modified packets are easily detected by checking an
integrity code.

e Access control: if set so, only WEP-protected messages will be accepted by receivers, so that
intruders cannot send messages to those stations.

It works as follows: the 40 (or 104, depending on the WEP mode) most significant bits of the secret
encryption key are concatenated with an initialization vector (IV) in order to seed a PRNG (pseudo-
random number generator). With RC4, a pseudo-random bit sequence is computed and, later, XORed
with the plaintext and a CRC of the plaintext. The cipher and decipher processes can be viewed in
Figure 2.3 and Figure 2.4.

IEEE 802.11 limitations and WEP vulnerabilities

The Wired Equivalent Privacy can be configured in 3 modes: no encryption, 40 bit key length and 104
bit key length encryption. By default out of the box, no encryption is enabled in the base stations. If
WEP is not activated in the wireless APs (access points), clients cannot use WEP encryption. Some
access points use, by default, vendor-dependent default WEP encryption keys, which is obviously a
wrong practice.

If the “Shared key” mode is chosen, the secret shared keys are supposed to have been previously
delivered to the stations through some protected channel. This channel is not implemented within the

Copyright at Technical University Berlin.
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CHAPTER 2. BACKGROUND

802.11 standard. The passwords need to be setup manually in every base station and mobile node.
This can become a great deal of work depending on the number of mobile nodes (and base stations) in
the WLAN, and the frequency with which this key is to be refreshed. This causes a large percentage of
these networks to be operated with no protection at all and, therefore, open to even the most unskilled
attackers.

Furthermore, the WEP protocol presents a series of cryptographic weaknesses that make it relatively
easy to attack under certain circumstances. Apart from some security weaknesses initially found
(view [6]), a much more important security flaw was discovered in early August 2001. A new attack
to WEP had been discovered, with which the network key could be retrieved in less than 15 minutes
provided that about 4 to 6 million packets have been recovered. The required effort grows only
linearly with the number of bits used in the key, so using 40 or 104 bit keys makes virtually no
difference at all. The weakness and the attack are described in [32] and [35]. This proves WEP to be
insufficient to protect data flowing across WLANSs.

2.3.2 |EEE 802.1x

IEEE 802.1x [21] is an IEEE standard approved in June 2001 that provides authentication and key
management for IEEE 802 local area networks, including 802.11 WLANS. It does not provide en-
cryption or encapsulation, and therefore adds no overhead to the packets.

It is supposed to ensure the following security properties:

e Entity authentication

e Key distribution

In the systems, the concepts of “controlled port” and “uncontrolled port” are introduced. The un-
controlled port allows to authenticate a device (and therefore communication prior to authentication),
and the controlled port allows an authenticated device to access LAN services, only after a successful
authentication of the device has taken place.

There are three distinguished roles (Figure 2.5):

e Supplicant: a device that wants to use the service offered by an IEEE 802.1x LAN and requests
access to the controlled port.

e Authenticator: it is the point of attachment to the LAN infrastructure (i.e. a MAC bridge)
demanding the supplicant to authenticate itself.

e Authentication server: the Authenticator does not check the Supplicant’s credentials itself.
Instead, it sends them to the Authentication Server for verification.

IEEE 802.1x does not define its own security protocols, but recommends some already existing ones.

For basic device authentication, the Extensible Authentication Protocol (EAP) [5] may be used. The
EAP messages are sent inside EAPOL (EAP over LANSs) packets. EAPOL defines the encapsula-
tion techniques used in order to carry EAP packets between supplicants and authenticator entities

Copyright at Technical University Berlin.
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Figure 2.5: Authenticator, Supplicant and Authentication Server roles (taken from the IEEE 802.1x
standard)
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Figure 2.6: Successful authentication followed by Supplicant-initiated logoff (taken from the IEEE
802.1x standard)

in a LAN. If negotiation of a session key during authentication is required, the use of the PPP EAP
TLS Authentication Protocol [1] is recommended. The Authentication Server is recommended to be
realized with the Remote Authentication Dial In User Service (RADIUS) [27].

The authentication process can be initiated by the Supplicant or by the Authenticator. A typical
authentication exchange is depicted in Figure 2.6:

The 802.1x standard is intended to solve the key delivery problem of the wired equivalent protocol
(WEP) with the help of 802.1x. A key management protocol is to be achieved - which provides the
STAs with keys automatically. For added security, the keys can be changed rapidly at set intervals.
Through EAP-TLS, dynamic keys can be negotiated with the STA's at certain periods of time. This
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IP traffic
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Figure 2.7: PPTP protocol stack

helps to enhance WEP-protected WLANS’ security. The more often the keys are changed, the better
security is achieved.

Windows XP, the new Microsoft operating system, for example integrates support for the IEEE 802.1x
protocol. Access is controlled per-user and/or per-port (point of attachment to a network). Hardware
vendors, including Agere, Cisco and Enterasys, are enclosing this technology in their devices.

In principle, no significant security flaws have yet been discovered in this standard (it is a brand new
standard). However, WLAN environments using IEEE 802.1x keep relying on WEP as encryption
protocol, which has been badly exposed. Another drawback is the possible limitations to upgrade the
already existing wireless devices to this technology.

2.3.3 PPTP/L2TP

The Point-to-Point Tunneling Protocol (PPTP) is a protocol that enables the secure transfer of data
from a remote client to a private enterprise server by creating a virtual private network (VPN) across
TCP/IP networks. It is an extension of the Point to Point Protocol (PPP), described in the IETF RFC
1661 [33].

It can be used by computers connected to a LAN to create a virtual private network (VPN) across the
LAN. In fact, it extends the reach of the Point to Paoint Protocol (PPP) to the whole Internet. PPP
was intended to be run between “directly” connected entities at the link layer level. The basic idea is
to define transport of PPP PDUs in IP packets. The PPP PDUs become, thus, the payload of the IP
packets. More precisely, the PPP packets are encapsulated in GRE (General Routing Encapsulation)
packets, and these are inserted into IP packets, as shown in Figure 2.7

So, PPTP implements a tunnel that carries PPP packets over the Internet. Its security properties are,
hence, those of PPP:

e Authentication: if required, it is requested by the peer entity. Originally, two authentication pro-
tocols where defined: PAP (Password Authentication Protocol) and CHAP (Challenge Hand-
shake Authentication Protocol). Later, other protocols were defined: EAP (Extensible Au-
thentication Protocol, also present in 802.1x) and PPP-EAP-TLS (PPP EAP Transport Level
Security Protocol).
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e Encryption: it can be negotiated after authentication. Three protocols are available: ECP (En-
cryption control Protocol) for the negotiation, and DESE (PPP DES Encryption) and 3DESE
(PPP Triple DES Encryption) for the exchanged data.

PPTP was strongly supported by Microsoft, who colaborated in its development. Unfortunately, some

security flaws were discovered in PPTPv1 and PPTPv2 (see [29] and [30]), and PPTP could not be
adopted by the IETF working groups as a standard protocol. Cisco had meanwhile developed a similar
protocol, L2F, and it was decided to merge the strong points of both into a new protocol: L2TP [38].

PPTP and L2TP coincide in that both encapsulate the IP packets into PPP packets, and extend the
reach of PPP to the whole Internet by allowing the endpoints to reside on different devices. A weak
point for both is that they add a relatively high overhead to the exchanged information, thus wasting
bandwith (although L2TP supports, under certain circumstances, a header compression mode that
reduces this problem [39]).

But while PPTP requires an underlying IP network, L2TP provides support for different technologies
(IP, Frame Relay, ATM, X.25, etc.). It also allows multiple tunnels to be built between the endpoints
(PPTP allows only one tunnel to be built). Furthermore, L2TP provides tunnel authentication, while
PPTP does not.

2.3.4 [IPSec

The basic architecture of IPSec is defined in RFC 2401 [4].

IPSec is widely used in VPNs (Virtual Private Networks) that implement secure channels over un-
trusted networks (Internet or, in our case, WLANS). It provides security services at the IP layer.

IP is a stateless, connectionless protocol. In order to provide stateful security, IPSec sets up Secu-
rity Associations (SA), which are “simplex” connections that provide security services to the traffic
carried by them. These Security Associations can be nested, allowing to have different IPSec rela-
tionships active on the same link. In order to establish an SA, IPSec relies on the Internet Security
Association and Key Management Protocol (ISAKMP) [24] [26], which defines protocol formats
and procedures for security negotiation. The Internet Key Exchange (IKE) [19] defines the IPSEC's
standard authentication and key exchange protocol.

IPSec can assure the following security properties:

e Replay protection: the protected packets carry a sequence number to avoid replay attacks. A
replay sequence number window is defined, and only packets whose sequence number is in the
window are accepted (of course, after they have gone through the corresponding authentication
process).

e Data origin authentication / connectionless data integrity: this means that in the IP datagrams,
both the source and the destination address cannot be masqueraded (maliciously modified)
without the receiver detecting it. The protected IP datagrams cannot be changed in transit
without the receiver’s detection, and cannot be later replayed.
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e Confidentiality is provided in two senses. In the first place, someone who is not taking part in
the IPsec association cannot read the information contained in the protected IP datagrams. Sec-
ondly, when using “tunnel mode” (see below), there is also limited traffic flow confidentiality.
This means that at least one of both, the source and target addresses can be read only by one of
the IPsec tunnel endpoints.

An important feature of IPsec is its flexibility. It allows the IPsec communication endpoints to nego-
tiate and agree what authentication/encryption protocols they want to use in order to protect the IP
datagrams.

There are two main IPsec protocols: AH (providing data origin authentication and replay protection)
[22] and ESP (providing data origin authentication, confidentiality and replay protection)[3] . A
single SA can use one of them, but not both at the same time.

IPsec can be operated in two modes: transport mode (when the “cryptographic endpoints” coincide
with the “communication endpoints” of the secured IP packets) and tunnel mode (when at least one
of the “cryptographic endpoints” is not a “communication endpoint”).

IPSec is controlled by policies and rules. If an entity has IPSec switched on, that means that a certain
IPSec policy is active. In a single entity, several policies may be defined, but only one may be active
at the same time. From a certain active IPSec policy, it is possible to:

e switch to another (inactive) policy, so that it becomes active

e switch IPSec off and viceversa.

An IPSec policy consists of a collection of rules, which establish the behaviour of the IPSec policy
over the traffic that flows to/from/over the entity. For the transport mode, normally a two-way rule is
enough. In order to build a tunnel, two rules are needed (one for each sense of the communication).
In principle, there is no limit on the number of rules an IPSec policy can contain. This implies that
a single IPSes policy can define several different IPSec tunnel and / or transport mode relationships
with different entities.

An IPSec rule consists of a series of data which determine a certain treatment to a specified traffic.
As an example, a policy to be configured for the Windows 2000 / XP operating systersists of:

o |P filter list: it is a collection of traffic filters. Each traffic filter defines a traffic flow by its
source address, destination address, transport-level protocol (TCP/UDP, etc.) and ports. It can
be mirrored, implying that the traffic going in the contrary direction is also affected by the rule
(this option is only used in transport mode; for tunnel mode, the filters cannot be mirrored).

e Filter action: it defines what treatment is to applied to the traffic flows defined in the IP filter list.
There are three options: “allow” (let the packets through without any control), “block” (drop
the packets) and “negotiate security”. If “negotiate security” is activated, different encryption
(confidentiality) and hash algorithms (data origin authentication / data integrity) are available.

These are the parts as made accesible in the Windows IPSec implementation.
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As encryption algorithms, DES is declared to be mandatory in the standards [4], and 3DES
and Blowfish are recommended, among others. SHA-1 and MD5 must be supported as hash
algorithms.

¢ Authentication methods: if the traffic is to be negotiated (filter action = “negotiate security”),
an authentication method must be defined (see the options mentioned above) for the IPsec
initialization processes. For the authentication, three options are available:

— Preshared Key: a string known by both endpoints taking part in the IPSec association.

— Certificates: digital certificates distributed and signed by issuers which are trusted by both
parties.

— Kerberos: it implies a Kerberos authentication infrastructure to be setup in the WLAN
scenario, which is not present unless having a Windows 2000 Server or such an operating
system.

e Tunnel setting: in case the rule specifies one of the senses of a tunnel, it must specify which
is the endpoint of that tunnel, that is, where is the tunnel counterpart entity. If the rule is a
transport-mode rule, no tunnel endpoint is specified.

e Connection type: it allows to define to which connections is this rule to be applied. There are
three types of connections: “all network connections”, “LAN” and “remote access”.

IPSec has, though, a limitation: it does not protect broadcast traffic. Microsoft claims that its IPSec
implementation protects multicast traffic [9] if operated in tunnel mode.

IPSec is a built-in feature in the Windows 2000 operating system, and tools are provided for its
configuration (although the configuration is unfortunately still quite difficult for the average users).

2.3.5 Other implemented options

The most relevant software solution is NetMotion from NetMotion Wireless. The architecture in-
troduces a “Mobility Server” as the interface between the WLAN and the wired infrastructure, that
runs on a centrally managed Windows NT/2000 Server, providing authentication (Active Directory,
NTLM, Kerberos, and PKI) through user logon, encryption of the data in the wireless links (AES,
Twofish, 3DES, or DES), inter-network mobility (seamless roaming without reauthentication and
session-persistence through roaming between different network technologies, such as wired networks,
802.11 networks, Bluetooth, CDPD, GSM, GPRS and 3G networks). Clients logon and access to the
security and roaming services through the “Mobility Client”. No further information can be obtained

in the web page, but it seems to solve the WLAN security problem. Its main drawback is its price
[14].

The Wireless Firewall Gateway of the NASA's Advanced Supercomputing Division [7], implemented

in August 2001, stands as an example of possible future solutions. It introduces a Firewall, WFG,
between the wireless and the wired infrastructures. This entity ensures access control through web
authentication secured with SSL. It uses a RADIUS server as authentication server and is able to dy-
namically update the IP filtering rules. No confidentiality is included in the NASA WFG Whitepaper

[7].
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Table 2.2: Comparison with the prototype developped in this project and the NetMotion commercial
solution.

NetMotion Wireless NASA WFG

Between wired networks, 802.11
networks, Bluetooth, CDPD, GSM, GPR$§ 802.11 networks. Reauthentication

Roaming and 3G networks. No reauthentication required.
required. Session persistance.
Authentication: Active Directory, NTLM,
Kerberos, and PKI. Encryption: AES, A T, ;
N = uthentication: Web interface (SSL).
Security Twofish, 3DES, or DES. Interoperability RADIUS access to user profiles. IP

for PPTP, L2TP/IPSec, IPSec, and Cisc
VPNSs. Configurability independant for
each user.

filtering.

“Configuration Manager”, interoperates
Management with NTLM or Active Directory.
Real-time monitoring capabilities.

Dedicated, secured workstation accessirg
the WFG through SSH.

Any environment, up to thousands of

Scalability users

Not specified.

“Wireless Firewall Gateway”, Mobile
Nodes, Radius Authentication server

1 dedicated OpenBSD Unix server (WFQ)
+ 1 dedicated workstation (management)
+[1 dedicated server (RADIUS)]

Architecture “Mobility Server”, “Mobility Client”.

One or more dedicated machines

HW requirements (Windows NT/2000 Servers).

Price Expensive (commercial) Not distributed

A comparison of the NASA prototype and the NetMotion commercial security solution is summarized
in Table 2.2.

NetMotion is not a viable option for the scenarios considered in this thesis, since no special or ex-
pensive software should be expected. The NASA WFG is neither valid because although it ensures
access control through entity authentication, it provides o confidentiality in the wireless network.

2.4 Conclusion

At this point, some conclusions can be drawn regarding the WLAN security.

First, WLANSs are unsafer than their wired counterparts for various reasons. A wireless medium is
of course more subject to attacks, since it can be more easily accessed. The IEEE 802.11 standard
presents some security weaknesses, and the devices which are compliant to it are not easy enough
to configure to take full advantage of the 802.11 security features in many cases. This is certainly
a serious problem, since the most common users of this kind of networks are small to middle sized
enterprises’ employees and home users, who are normally no security experts.

The security technologies which can be used in order to secure WLANs can be classified into two
groups: WEP-based solutions and non-WEP-based solutions. The former are IEEE 802.11 and IEEE
802.1x. These options cannot longer be considered to be valid, since the WEP security has been
completely exposed [32]. The latter correspond to the so called VPN-oriented technologies. These
were not designed explicitly for WLAN environments but, instead, as general-purpose protocols that
can be more or less adapted to the WLAN security needs.
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For the time being, these VPN-oriented solutions have only been applied to LAN environments by
some software vendors, such as Certicom (movianVPN) or Columbitech, among others. Unfortu-
nately, they are are not free (in some cases expensive) solutions. They are therefore inadequate for a
large fragment of the potential users of WLANS.

Bearing all these factors in mind, a series of desired features can be listed for a viable WLAN security
solution.

2.4.1 Typical scenarios and requirements

Due to their low price, simplicity of deployment and bandwidth limitations, the typical environments
for WLANSs will be small to middle-sized enterprises, as well as home users, as described in Section
1.1.1. This has a double effect on the desired solution.

First, no expensive or complicated software such a Kerberos or a Windows 2000 Professional Server
running Active Directory should be required. In fact, it should run on a normal workstation.

Furthermore, no special or extra hardware devices should be used in order to implement the gateway
to the rest of the corporate network. A normal workstation with a standard operating system should
be enough.

Summing up, the solution should not be proprietary, but follow an open standard instead, and the
software and hardware requirements to run it should not exceed the capabilities of a standard work-
station.

2.4.2 Level of security

Also in middle and small enterprises, as well as in home scenarios, the network security can be
essential. The chosen security protocol should be, therefore, strong enough to protect critical and
security sensible data so that an attack with the known tools or techniques, or taking advantage of the
corresponding protocol’s security flaws is unfeasible. It is for this that the WEP protocol is not an
acceptable solution, as it has been proven to be broken.

The conclusion drawn here is that the solution will need to make use of VPN technology instead of
the IEEE 802.11 or 802.1x standards.

2.4.3 Simplicity of use

The target users should not need to be security experts to configure their WLAN infrastructures to
attain security on their networks. Actually, the ideal solution would be that all the systems taking part
in the WLAN had some sort of agent running on them that would make the configuration automatic
and transparent to the users when they entered the WLAN (just as DHCP works). This would, of
course, imply some sort of user authentication step (per-user passwords, etc.).

In short, the solution must be able to do the job of authenticating and configuring the users’ machines
in an automatic fashion, that is, either as a service daemon or button-like program (just press and
everything works).
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2.4.4 Key management

The key management is an essential part of a security solution. There are many possibilities, but all
of them can be classified into two groups: automatic key distribution (through some key distribution
protocol), and manual key setting (the user types in his password in some GUI on his machine), de-
pending on how the keys reach the users’ devices. Logically, the automatic key distribution simplifies
the users’ devices’ configuration. In either case, it must be as safe as possible.

Furthermore, if one of the keys is exposed, as many keys as possible should remain unaffected by
this fact. Appart from saving a lot of work, this principle minimizes the risks if a key is exposed. In
short: the key management mechanism should be designed in such a way that the collateral effects of
a key-exposition are minimal.

In this sense, the difference between individual keys (one different key for every WLAN user) and
shared keys (the same key for every WLAN user) is vital: it is safer to have per-user keys, although
effort should be made on keeping this complexity as transparent as possible for the users and admin-
istrators. If a shared key is used and it is exposed to some attacker, he could, under certain conditions,
impersonatanylegitimate entity in the environment.

2.4.5 Roaming and guest users

It would also be highly interesting that allowed users (and only allowed users) could easily gain access
to foreign networks with little configuration effort on their devices. The typical case is, for example,

a freelance worker who usually works at home and wants to get connected to the corporate WLAN of
his customer. This, of course, should not immediately mean that the customer’s network administrator
gains administrative rights on the guest’s workstation.

2.4.6 Interoperability

This feature hints at the need of a protocol specification as open as possible (from this point of view,
only publicly documented solutions are acceptable).

If this configuration solution is adopted extensively, it would be highly desirable that software of
different vendors can still interoperate. This would assure that no matter what the vendor of some
WLAN client is, he can still roam into any WLAN running this configuration, and would still be able

to make use of its services.

In this sense, the possibility of support under different operating systems is also an important feature.
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Chapter 3

Requirements and design of a WLAN
security solution

In this chapter, the wireless environment’s particular features are analyzed. A security technology will
be selected in order to protect the WLAN communications, and the way to adapt it to the proposed
scenarios and automate its configuration will be studied. Finally, a configuration solution will be
proposed.

3.1 Network configuration

The elements that can be found in the WLAN environment to secure are:

e Base Stations (BS): the wireless devices that provide the Mobile Nodes with access to the
wireless medium (Base Stations are called Access Points in IEEE 802.11).

e Mobile Nodes (MN): the wireless enabled computers that take part in the WLAN communica-
tions as users (Mobile Nodes are called Stations in IEEE 802.11).

e Security Gateway (SG): device that acts as an interface between the WLAN and the wired
network. It has gateway functionality. (Also called Portal in IEEE 802.11).

e Security Domain (SD): WLAN environment protected with a homogeneous security policy
and unique configuration properties. It is identified by the Security Gateway installed within
the WLAN.

Typically, the mobile nodes get attached to the base stations. Over them, they reach the wired network
through the Security Gateway. In Figures 3.1 and 3.2, this topology is depicted for both environments
described in Section 1.1.1. The Security Gateway is drawn as another workstation. A priori, it would
not necessarily have to be a workstation but, as it will be explained later (see section 3.1.1), it turns
out to be the best choice. Other options such as routers, switches or even a direct connection to the
wired LAN through some hub, have been discarded for security reasons (see Section 3.1.1).
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Figure 3.1: WLAN layout for an enterprise environment
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Figure 3.2: WLAN layout for a home environment

The interface between the wireless and wired network will be a workstation, which will be refered to
as Security Gateway in this thesis. It is a dual homed host that acts as the router between the mobile
nodes and the wired network infrastructure. The Base Staisodirectly connected to the Security
Gateway'’s interface (Ethernet adapter) to the WLAN IP subnetwork. This is depicted in Figure 3.1
and Figure 3.2.

A Security Domain is a wireless environment managed by a single Security Gateway. However,
one Security Gateway could manage more than one Security Domain, so that what really defines the
limits of a certain Security Domain is the relationship between Mobile Nodes’ names and passwords
(namespace). A Security Domain is limited to a C-class IP subnetwork’s address range (network
mask 255.255.255.0, 255 addresses). For each additional network interface (adapter) installed in the
Security Gateway, another C-class IP subnetwork allows a new Security Domain to be supported.

LIt could happen that there is more than one Base Station.
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Summing up, each network interface defines a new C-class IP subnetwork. This IP subnetwork
supports a Security Domain in which the Mobile Nodes’ identities and credentials are independent
to those valid for the rest of the Security Domains. In a Security Domain there is a theoretical
maximum number of 253 Mobile Nodes (which is an acceptable number for small and medium-
size environments), although in practice Base Stations cannot manage more than about ten Mobile
Nodes at the same time.

Although in Figure 3.1 and Figure 3.2 only one Base Station has been drawn, it would be possible
to install more than one Base Station if, for example, the physical extension of the Security Domain
requires it. The solution is to connect a hub/switch to the Security Gateway’s IP interface for the
Security Domain. Different Base Stations could be then connected to the hub/switch.

The following security goals should be ensured:

e Only authorized Mobile Nodes can hold communications in the WLAN.

e Only authorized Mobile Nodes can reach the other Mobile Nodes in the WLAN, the wired
network or, through it, the Internet.

e Unauthorized Mobile Nodes can neither eavesdrop the packets sent over the WLAN nor talk to
any other Mobile Node (authorized or not).

And some networking issues:

e Authorized Mobile Nodes can talk to other Mobile Nodes in the WLAN, or to any other entity
through the wired infrastructure (that is, they can also access the wired network, the Internet,
etc.).

e The IP addresses of the Mobile Nodes in the WLAN should be private (although this is not
compulsory). Generally, a whole private subnet (with IP mask 255.255.255.0) should be re-
served for the WLAN. 255 IP addresses should be enough for home and small to middle-sized
enterprise environments.

¢ Additionally, none of the entities (Mobile Nodes, Base Stations,Security Gateway) must require
special or expensive hardware or software components.

These security and networking goals must be respected throughout the different WLAN's visited by
a Mobile Node. This feature is very important in relation with the roaming capabilities. However,
it points to a problem which will need to be faced: the dynamic configuration of the Mobile Nodes,
depending of the WLAN.

From the previously discussed conditions, it is possible to draw some conclusions.

2In any case, and due to the WLAN bandwidth limitations, so many devices are very unlikely to be operating on the
same WLAN at the same time.
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3.1.1 Access control and node authentication

There must be an Access Control mechanism, so that only registered (authorized) nodes can access
the other Mobile Nodes or the wired network. The best choice to place such a control entity on seems
to be the Security Gateway, for the following reason. The Base Stations are specialized hardware and,
therefore, difficult to modify. Moreover, the Security Gateway can be a normal workstation on which

it is possible to install some sort of authentication service.

This point also provides a hint on the Security Gateway’s nature. Various options can be thought of:
a simple hub, a switch, a router, etc. A simple hub is not a valid solution, since it directly connects
the WLAN to the wired network, making it impossible to control what information flows from one
side to the other, or between Mobile Nodes and other entities. A switch or a router do not resolve the
problem either, since they have limited control capabilities over the information which flows through
them. Furthermore, they are not flexible enough to support some sort of database containing the
authorized WLAN nodes and other security-related information. This leads to the solution adopted
in this project: the Security Gateway is an IP forwarding-enabled workstation running some easy to
configure network security software (which is the subject of this project).

This service is, in fact, substituting the Base Stations built-in (WEP) access control functionality. It
decides which Mobile Nodes are authorized to talk to the other Mobile Nodes, or to any entity through
the wired network. Mobile Nodes need to “sign in” before they access the other Mobile Nodes or the
wired network through the Security Gateway.

Unauthorized Mobile Nodes might try to contact directly authorized Mobile Nodes. This is possible,
since the Base Station is performing no access control. In that case, those packets should be dropped
by the authorized Mobile Nodes, since they are not coming from a “trusted” entity (as it will be later
exposed, the only “trusted” entity for every Mobile Node will be the Security Gateway).

Another problem arises: two unauthorized (and hence not configured) Mobile Nodes might still talk
to each other, since they do not need to go through the Security Gateway; just through the Base
Station, which is applying no control over the packets that flow through it. However, they will never
be able to access the properly configured Mobile Nodes or the wired network, because their packets
will never be accepted by the Security Gateway, and they can only be accessed through it. This is the
consequence of performing the access control at the Security Gateway, instead of doing it at the Base
Stations. In any case, this does not endanger the security of the registered, signed-in nodes.

If unauthorized Mobile Nodes try to talk directly to the Security Gateway, or some entity belonging
to the wired network, their packets would be dropped by the Security Gateway. A way to accomplish
this is to configure the registered Mobile Nodes after the “sign in” step so that they send all their
traffic initially to the Security Gateway, who will conveniently forward it (acting as a gateway). They
must also accept traffic only if it comes through the Security Gateway.

Thus, all the traffic to / from the WLAN's registered Mobile Nodes must go through the Security
Gateway, even if the communication is held between two Mobile Nodes. Hereby, the Mobile Nodes
will need to talk only to the Security Gateway. This has a series of network design implications:

e The IP Default Gateway for the Mobile Nodes is the IP interface of the Security Gateway to the
WLAN (this requires the IP settings, more precisely the Default Gateway, to be updated on the
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Mobile Nodes).

e Allthe packets sent by the Mobile Nodes, independently of their target address, must go directly
to the Security Gateway, which will forward them conveniently, depending on their address (this
requires the routing table of the Mobile Nodes to be configured).

e The Security Gateway must have the routing capabilities enabled (this requires the IP forward-
ing option to be switched on).

3.1.2 Confidentiality, data integrity and data origin authentication

The data sent over the WLAN should be impossible to eavesdrop for unauthorized entities (nodes).
Furthermore, authorized entities must be able to notice if the packets that they are receiving have been
modified by a malicious third party, or sent by an attacker impersonating an authorized WLAN entity.

This implies the following security properties:

¢ Confidentiality

e Data integrity and data origin authentication

Confidentiality is guaranteed with encryption of the data sent. The data integrity of the data is checked
on arrival at the target entity, through some sort of integrity check. The origin authentication is
implemented by using some sort of digital fingerprint of the sent data.

This network security functionality will not be implemented from the scratch in this project. Rather,
the target is to find an already existing security protocol which provides with these functions and
adapt it to the actual needs and particular characteristics of the WLAN environments.

3.2 Choice of a security technology

As pointed out in the previous section (see section 3.1.2), a security protocol is needed in order to
accomplish all these design conditions. WEP is not an acceptable security protocol (see section 2.3),
since its security has been broken. Hence, the solution will implement a VPN over the WLAN. The
most relevant VPN technologies available are:

e PPTP
o L2TP

e |Psec

Esentially, all of them are valid options. One of them must be chosen in order to secure the commu-
nications of the WLAN. An informal comparison of their features will be exposed. The choice will
clearly have an important effect over the achieved WLAN security.
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3.2.1 Technology comparison

While IPSec is a Layer 3 protocol, PPTP and L2TP are Layer 2 protocols.

As PPTP and L2TP are based on the PPP protocol (what they do is, roughly, encapsulate PPP packets
in IP packets, see Section 2.3.3), they make use of its authentication primitives (PAP, CHAP, EAP,
etc.). These are entity (user) authentication schemes; PPTP/L2TP have no packet data origin au-
thentication / data integrity (which means that in each sent packet, some information is added to the
payload, identifying the source of the packet to the receiver and assuring that it has not been modi-
fied), and do not perform replay protection. They do not make use these features taking them from
PPP, since PPP does not implement them either. The lack of packet authentication / data integrity
and replay protection is an important drawback for PPTP and L2TP. IPSec provides entity (host) au-
thentication of the security association’s endpoints during the IKE's Security Association negotiation
through different authentication mechanisms (Kerberos, Certificates, Preshared Key), which are en-
tity (machine) authentication schemes. IPSec, by itself, does not provide user-based authentication
but it implements packet data origin / data integrity authentication and performs replay protection.
An interesting option is L2TP/IPSec [16], which consists of encapsulating the UDP-wrapped L2TP
packets in an IPSec ESP header and trailer (see Figure 3.3). This solution provides: L2TP’s user-
based authentication and IPSec’s system authentication and packet authentication / data integrity and
replay protection.

The same applies to the confidentiality: PPTP and L2TP provide no encryption primitives by them-
selves, but rely on those of PPP [33]. IPSec supports packet encryption, and allows to choose among
a set of different encryption algorithms, which is implementation dependant (although a minimal
sub-set is mandatory). L2TP/IPSec relies on IPSec’s encryption.

In PPTP and L2TP, the tunnel configuration variables are negotiated dynamically, while in IPSec it
is assumed that all the configuration has been done before the tunnel establishment, independently
of the IPSec negotiation protocols. On the other hand, PPTP and L2TP require tunnel maintenance
(for which a special tunnel management protocol is used), while in IPSec no tunnel maintenance is
needed.

Regarding the key management, PPTP and L2TP rely on an initial key generated during the authenti-
cation step, and refresh it periodically. IPSec negotiates explicitly a common key with the help of the
Internet Key Exchange (IKE) [19] protocol and also refreshes it periodically.

L2TP has an advantage over PPTP or IPSec. While PPTP and IPSec work only over IP networks,
L2TP provides support for different networks, such as IP, Frame Relay, X.25 or ATM. However, this
does not mean much in the WLAN environments proposed, since in them the communications are, in
any case, IP-based.

L2TP (and therefore L2TP/IPSec) and PPTP can normally carry IP multicast traffic. IPSec cannot
carry this kind of traffic in its “transport mode”. However, Microsoft assures that its IPSec implemen-
tation can cope with it when operated in “tunnel mode”. In these cases, the broadcast traffic principle
is broken. Essentially, its advantage is that while only one packet is sent, all the entities in the net-
work receive it. If broadcast traffic is sent on PPTP or L2TP, one packet is produced for each entity
with which the sending entity has an established tunnel. Depending on the number of extra packets
generated, it could have an adverse effect on the performance of the network.
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Figure 3.3: Comparison of the different protocol overhead structures

Microsoft’ Windows 2000 operating system supports PPTP, IPSec and L2TP/IPSec. Microsoft states:
[10] “The Windows 2000 IPSec APIs and policy schema have not been published yet. (...) Windows
2000 is compliant with RFC 2661 (“Layer Two Tunneling Protocol”). RFC 2661 indicates that L2TP
traffic can be secured with IPSec, but does not provide details about how to implement this security.
An Internet-draft document is currently being worked on that will specify the details of securing L2TP
traffic with IPSec:

PPTP and L2TP tunnels can traverse Network Address Translators (NAT) used to hide one or both
end-points of the communication. This limitation of IPSec is due to incompatibilities between the
IKE protocol (used by IPSec for the Security Association negotiation step) and NAT. L2TP/IPSec is
equally affected by this limitation [9].

L2TP’s performance in terms of latency is superior to that of PPTP, partly because its management
traffic flows on UDP packets (whereas PPTP’s management traffic utilizes TCP connections). In
terms of overhead (view Figure 3.3), a comparison can also be made (considering Microsoft's imple-
mentations [2] [15] [12] [8] [39]). For the following results, it is assumed that no IP header additional
options are used, that the PPP header and padding have the maximal length (10 bytes addet bytes
spectively), that the IPSec padding has a maximal length of 8 bytes (S3DES encryption is considered)
and that no HMAC is added to the IPSec packets (since in PPTP no packet authentication is present):

e PPTP introduces an extra IP header, a GRE header and a PPP header and padding. Assuming
the Windows GRE packet format, the overhead is about 70 bytes.

e L2TP (as implemented in the Windows 2000 operating system, that is, L2TP/IPSec) introduces
an extra IP header, an ESP header and padding, a UDP header, an L2TP header and a PPP
header. Assuming no L2TP header compregsitire overhead is about 100 bytes.

3in order to align to the GRE packet

“As explained in the L2ZTPHC IETF Internet Draft [39], a number of conditions should be met in order to introduce
L2TP header compression (L2TPHC). Most probably, some of these conditions will not be met in the proposed scenarios.
When activated, L2TPHC reduces the protocol overhead.
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e |PSec using ESP (3DES) introduces an extra IP header and an ESP header and padding. The
introduced overhead is about 78 bytes.

Both PPTP and L2TP provide compression functionality for the PPP payloads. This would improve
the performance of these protocols. IPSec does not provide data payload compression itself, but
Payload Compression Protocol (PCP [31]) can still be used on the IP payloads [4].

PPTP presents a series of security weaknesses (see [29] and [30]). L2TP lacks of solid tunnel protec-
tion mechanisms, including authentication and encryption services. In fact, the IETF's L2TP working
group recommends that at least the L2TP tunnel management traffic is protected by IPsec. At least
L2TP provides, optionally, own authentication prior to the establishment of the tufirred:tunnel
endpoints may optionally perform an authentication procedure of one another during tunnel estab-
lishment. This authentication has the same security attributes as CHAP, and has reasonable pro-
tection against replay and snooping during the tunnel establishment process. This mechanism is not
designed to provide any authentication beyond tunnel establishment; it is fairly simple for a malicious
user who can snoop the tunnel stream to inject packets once an authenticated tunnel establishment
has been completed successfully. (...) Securing L2TP requires that the underlying transport make
available encryption, integrity and authentication services for all L2TP traffic. This secure transport
operates on the entire L2TP packet and is functionally independent of PPP and the protocol being
carried by PPP (...) When running over IP, IPsec provides packet-level security via ESP and/or
AH. All L2TP control and data packets for a particular tunnel appear as homogeneous UDP/IP data
packets to the IPsec systeni38].

PPTP does not even do th&Because the PPTP control channel messages are neither authenticated
nor integrity protected, it might be possible for an attacker to hijack the underlying TCP connection.
Itis also possible to manufacture false control channel messages and alter genuine messages in tran-
sit without detection.The GRE packets forming the tunnel itself are not cryptographically protected.
Because the PPP negotiations are carried out over the tunnel, it may be possible for an attacker to
eavesdrop on and modify those negotiations. Unless the PPP payload data is cryptographically pro-
tected, it can be captured and read or modifiefll8]. Furthermore, important vulnerabilities have

been found in the PPTPv1 and PPTPv2 Microsoft implementations [29] [30].

The availability of the different solutions is described in Table 3.1.

IPSec is the protocol recommended by the IEFT for VPNs. Most vendors are now using it, as it is the
protocol chosen by the IETF for both IPv4 and IPv6. In two years time, no relevant weaknesses have
been found in IPSec.

3.2.2 Choice of a technology

After the technology comparison of Section 3.2.1, it is possible to decide which technology fits better
in the proposed scenarios’ requirements and features.

The authentication provided by PPTP and L2TP is that of PPP: user authentication, that happens only
during the tunnel establishment. L2TP provides and additional authentication step. No packet data
integrity / origin authentication, as well as no replay protection are provided. IPSec does not im-
plement user authentication. Instead, it performs an entity-based authentication protocol (IKE). This
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Table 3.1: Comparison of the available VPN technologies

PPTP L2TP/IPSec IPSec

L2TP. User-based authentication. No
packet data origin / integrity

- authentication. PPP encryption. No Machine-based authentication(IKE).
User-based authentication. No packet N A Ny
Security services data origin / integrity authentication repllay protection. - Papke? data origin / mtegrlty
PPP encryption. No repla rotectidn IPSEC Machine-based authentication authentication. ESP encryption. Repla)
yption. playp (IKE). Packet data origin / integrity protection.
authentication. ESP encryption. Repla)
protection.

L2TP: Dynamic configuration of

Dynamic configuration of variables. TCH variables. UDP management. Previous (static) configuration. No
management. IPSECPrevious (static) configuration. tunnel management.

No tunnel management.

Tunnels

L2TP Initial key generation and

Initial key generation and periodic periodic refreshment. IKE. Initial key generation and periodic
refreshment IPSEC IKE. Initial key generation and refreshment

periodic refreshment

Key Management

L2TP. PPP Payloads supported: IP, IPX||
NetBEUI. Works in different network
. PPP Payloads supported: IP, IPX, technologies: Frame Relay, ATM, X.25|  Payloads supported: IP. IP-based PDU
Multi-network NetBEUI. IP-based PDU transport. and SONET. transport.
IPSEC Payloads supported: IP.
|P-based PDU transport.

Broadcast YES (with individual IP unicast packets) YES (with individual IP unicast packets) NO

Overhead LOwW HIGH Intermediate

LOW (no data integrity, no replay
protection)

Windows, Linux, FreeBSD, Solaris,
MacOS

Level of Security HIGH HIGH

Windows, Linux, FreeBSD, Solaris,

Availability MacOS, AIX

Windows, Linux

could imply a weakness in multiple-user machines, in which perhaps not all the users are authorized
to make use of the tunnel. However, that is not likely to happen in the WLAN: most probably, the
Mobile Nodes are single-user notebooks. It also protects the packets with data integrity / origin au-
thentication trailers and performs replay protection, while PPTP or L2TP do not (and do not inherit
that functionality from PPP either). IPSec key management scheme (IKE) is much more flexible
than that of PPTP or L2TP. It allows flexible authentication options, such as X.509 certificates and
Kerberos.

The PPTP amd L2TP tunnels are quite different to those of IPSec. PPTP and L2TP tunnels support
dynamic configuration of their variables during the tunnel negotiation. They also need a continuous
maintenance (implemented with a TCP connection in PPTP and a UDP protocol in L2TP). This
requires both establishment time and bandwidth. IPSec tunnels perform no dynamic tunnel variable
configuration. The drawback is that all the configuration must be performed previously and manually.
However, IPSec tunnels require no further maintenance. PPTP and L2TP tunnels can traverse NAT,
while IPSec cannot. Anyway, no NAT is to be traversed by the VPN tunnels in the proposed WLAN
environments (since they are built between each Mobile Node and the Security Gateway).

The fact that L2TP tunnels can be built on different network technologies, such as Frame Relay, ATM
or X.25 provides no advantage since in our scenario the underlying network is IP-based. Neither
does the PPP’s ability to process different payload protocols (IPSec can not), since the only protocol
considered is IP.
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Multicast and broadcast traffic is protected by PPTP and L2TP. Microsoft’s IPSec implementation
claims to protect multicast traffic, but that does not afford true multicast in the WLAN. If IPSec is
deployed, the broadcast packets would be unprotected. This is perhaps the only item in which PPTP
and L2TP are clearly preferable to IPSec. However, there are some inherent drawbacks of broadcast
and multicast in PPTP and L2TP, as explained in Section 3.2.1.

The performance is quite a problematic feature to compare. In Section 3.2.1 it was shown that
L2TP/IPSec introduces the biggest overhead and PPTP introduces the smallest overhead. Addition-
ally, PPTP and L2TP support payload compression, and L2TP also header compression (under certain
circumstances). In IPSec compression can also be performed with the Payload Compression Protocol.
The improvement achieved using these options has been not tested. L2TP and PPTP they need extra
control traffic for tunnel maintenance. IPSec introduces an intermediate overhead and requires no
tunnel maintenance. In this sense, IPSec seems to be the preferable option (the overhead difference
between IPSec and PPTP is only 8 bytes).

PPTP is discarded a priori, due to its security flaws [29][30]. It is recommended that L2TP uses some
lower-level protection, such as IPSec [38][16], due to some limitations, for example the limited pro-
tection of the L2TP tunnels. The choice would be then between IPSec and L2TP/IPSec. L2TP/IPSec
introduces more overhead than IPSec and it requires tunnel maintenance, which is performed through
a UDP-based management protocol. These two features hint at bandwidth requirements that could
have a certain adverse effect over the WLAN bandwith-limited performance. The additional tunnel-
ing of L2TP appears to be unnecessary having in mind that IPSec tunnel mode already tunnels the
IP traffic. L2TP/IPSec would also provide the ability of carrying payloads different to IP, but in our
scenario that is irrelevant, since the payload will be solely IP. As exposed in Section 2.4.6, interop-
erability with other platforms might be an issue in the future. In this sense, IPSec is available in
virtually all of the relevant operating systems, while L2TP/IPSec is not [11].

IPSec fits better the proposed environments’ features and needs and it provides a stronger and more
flexible security solution. Therefore, it has been adopted as the VPN technology to protect the WLAN
environments.

3.2.3 Adapting IPSec to the proposed scenarios

Once IPSec has been chosen as security technology, some design decisions must be taken with regard
to the network configuration and IPSec options. The IPSec protocol (AH or ESP), the IPSec mode
(transport or tunnel) and the authentication method, among other issues, will be studied in this section.

Protocol

IPSec supports 2 protocols: AH and ESP. AH (Authentication Header) provides data origin authen-
tication and replay protection. ESP (Encapsulating Security Payload) provides data origin authenti-
cation, confidentiality and replay protection. The choice is obvious: only ESP can protect data from
malicious eavesdropping, since AH does not include encryption (confidentiality). 3DES is selected
as encryption algorithm and SHA-1 as hash algorithm.
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IPsec mode

It can be operated in two modes: transport mode (when the “cryptographic endpoints” coincide with
the “communication endpoints” of the secured IP packets) and tunnel mode (when at least one of
the “cryptographic endpoints” is not a “communication endpoint”). In our case, the cryptographic
endpoints will not normally concur with the communication endpoints: the cryptographic associations
will occur among members of the WLAN, but no further. In many cases, the Mobile Nodes will be
communicating with entities outside the WLAN (through the wired network) that may not know about
IPsec. For this reason, tunnel mode will be used.

The following question arises: between what entities should the IPsec tunnels be built? Can any
Mobile Node build an IPsec tunnel to any other Mobile Node? Of course, this would be a possibility.
But it would complicate too much the WLAN security client entities running on the Mobile Nodes.
Just imagine that every node needs to be registered in every Mobile Node in order to be able to talk
to it.

The tunnel partner of the Mobile Nodes must be able to perform a mutual authentication with them.
It is much more sensible to centralize this complexity in a single workstation, the Security Gateway,
which acts as a WLAN security server. All the tunnels are established between the Security Gateway
and the Mobile Nodes, who need not know about the other WLAN Mobile Nodes. This way, the
information about the different WLAN Mobile Nodes is centralized, and it is not so difficult to update
client data, add/remove users, etc. This can be viewed in Figure 3.4.

IKE Authentication

In IPsec, the IKE authentication step, which is intended to negotiate the IPSec Security Association,
can be performed using one of these three methods: Preshared Keys, Certificates and Kerberos. Home
and small to medium-sized enterprise environments are unlikely to be deploying Ké&rtsardsis

option has not been pursuit.

Using digital certificates would be an elegant solution to the authentication problem. The users, as
well as the Security Gateway, would produce an RSA key pair. A WLAN-local Certification Authority
(CA) would sign the users’ Public Keys, producing WLAN-local user certificates. With these signed
Public Keys, their Private Keys and the Public Key of the local Certification Authority, users would
produce Windows PKCS12 certificates and place them in the corresponding IPsec policies. In the
proposed scenarios, this approach has a number of implications:

e The certificates used by the Security Gateway alhaf the users for the IKE authentication
are signed by the same CA. This implies that users trust not only the Security Gateway, but also
everyentity signed by the local Certification Authority, namely the other users. Essentially,
the trust relationship should be restricted to each Security Gateway - Mobile Node pair. If the
security of an entity registered under a certain Security Domain is exposed, this would imply
that some attacker might have access to an entity that the other users of that Security Domain
trust

SAfter all, no special or sophisticated software components must be required in this solution

Copyright at Technical University Berlin.
All rights reserved. Page 3 1



CHAPTER 3. REQUIREMENTS AND DESIGN OF AWLAN SECURITY SOLUTION

¢ If some client’s certificate is exposed, the only solution in order to avoid endangering the rest of
the users registered under the same Security Domain would be to enter the exposed certificate in
a revocation list. However, this solution is not very convincing: in order to avoid accepting such
certificates, the entity would need access to some server where the revocation list is avalilable.
In our scenario, this cannot be expected: when the IKE negotiation takes place, users have no
Internet access. Another possibility would be to produce a new CA in the affected Security
Domain, and renewll the users’ certificates. Their old certificates would need to be removed
from their machines and the new ones would have to be installed. In either case, this solution
is inefficient.

e CAs are generally operated under specific security conditions. This kind of conditions cannot
be expected from home and small to middle-sized environments. Operating a CA under poor
security conditions is an unsafe approach.

These implications prove that using certificates for the IKE authentication step does not suit the
proposed scenarios’ needs.

So the only option left is Preshared Keys. From this standpoint, a Preshared Key (a simple string
which matches on both IPsec partners) will be kept on both the Security Gateway and the Mobile
Nodes, or created dynamically every time they want to establish an IPsec association. Of course, the
Preshared Key of the Security Gateway with each Mobile Node is different. The Preshared Key of
every Mobile Node with each Security Gateway is also different.

In the proposed environments, the Preshared Keys for every pair Mobile Node - Security Gateway are
generated dynamically and refreshed for every new session, as explained in Section 3.5.

Configuration files containing information (including the Preshared Secrets) about the registered peer
entities (Mobile Nodes for the Security Gateway, Security Domains for the Mobile Nodes) must be
kept on every Mobile Node and Security Gateway.

Structure of the IPSec-secured WLAN

The WLAN environment secured with IPsec will have a number of particular characteristics. The
Mobile Nodes communicate solely with the Security Gateway, which decides if the packets should
be forwarded and in what direction. So, in fact, the network segment to be protected encompasses the
connections of all the Mobile Nodes with the Security Gateway.

Every Mobile Node establishes an IPSec tunnel with a Security Gateway, which acts as the IPsec
association counterpart for every mobile node. This must be accomplished whenever a Mobile Node
roams into a new Security Domain. That means that the IPSec policy for both the Mobile Node and
the Security Gateway must be dynamically updated whenever a new entity roams into a new Security
Domain. This can be viewed in Figure 3.4. This tunnel is the product of a Mobile Node authenti-
cation protocol run, in which the Mobile Node and the Security Gateway negotiate dynamically the
tunnel configuration parameters. This protocol has a double functionality: Mobile Node and Security
Gateway mutual authentication and generation of a session IPSec Preshared Key for the IPSec tunnel.

If a mobile node wants to establish a communication with an IP address of the wired infrastructure
or the Internet, it needs to send its packets through the IPsec tunnel to the Security Gateway, which
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Figure 3.4: Scenario and Tunnel Configuration for IPSec Protection of WLAN Traffic

will route them outside. If it wants to talk to another node in the WLAN, it must first send his packets
to the Security Gateway (through the IPsec tunnel), who will forward the packets to the other mobile
node. Thus, the exposed part of the network, that is, the wireless links, is prdtected.

The Mobile Nodes only accept traffic coming from the Security Gateway, through the IPSec tunnel.
This way, non-authorized entities cannot access them: if they try to talk directly to the authorized
(and properly configured Mobile Nodes), their packets will be blocked by the legitimate entities. If
they try to talk to entities belonging to the wired network or to the Security Gateway, their packets
will be blocked (unless they are tunnel negotiation protocol traffic). Unfortunately, two unconfigured
Mobile Nodes could still talk to each other using the WLAN'’s bandwidth, since no access control can
be performed in the Base Station on the basis of IPSec.

Further configuration

Up to now, IPSec seems to fit fairly well in the proposed scenarios’ security needs: it provides packet

data integrity and origin authentication. It also performs an initial IKE authentication (entity-based)

in order to set up the IPSec Security Associations [19], based on some information generated indepen-
dently of IPSec. However the configuration of the IPSec policies is assumed to have been performed
by hand before the tunnel can be established. That implies that some additional authentication must
be provided somehow, in order to setup the authentication material (Preshared Key) used in the IKE
authentication.

Thus, some functionality must be added to automate the dynamic modification of IPSec policy that
is required whenever the user roams into another security domain. These issues will be described in
Sections 3.3, 3.4 and 3.5.

5This is why IPsec’s tunnel mode is required: one part of the IPsec association must be obligatorily the Security Gateway,
and at the same time, the Security Gateway does not necessarily have to be one of the communication endpoints.
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3.3 Configuration issues

3.3.1 General considerations

There are three major configuration aspects:

e The distribution of the IPSec policy to the Mobile Nodes in an automatic fashion.

e The dynamic configuration of the IPsec policies on the Security Gateway, in response to the
client’s resquests for WLAN security.

e The configuration of the Security Gateway so that it does the routing of the packets to / from
the WLAN.

The IPsec security policies (or the sensible data, from which they can be derived) should be automati-
cally delivered to clients when they switch on their machines so that they do not need to configure the
IPsec settings by hand. This is even more important considering that they will be probably visiting
different WLANS, and do not want to reconfigure their computers every time.

The Security Gateway is the other difficulty: it should be the partner of every IPsec tunnel with every
mobile node, do the IP packet routing and, if private addresses are used, also perform a NAT (Network
Address Translation) operation on the Mobile Nodes’ IP addre$ses.

The previously exposed problem will be now considered in terms of implementation in a Windows
environment. As said before (section 2.4.1), this solution is intended for home users or small to
medium-sized enterprises, so no expensive software (such as Windows 2000 Server) or hardware
should be required.

3.3.2 Configuration in Windows 2000 Professional/XP operating systems

IPsec is implemented in the Microsoft Windows 2000/XP operating system. It provides ESP and
tunnel mode, which are needed in our architecture. A Microsoft Windows 2000/XP machine is used
as the Security Gateway described in section 3.2.3. The Mobile Nodes also run this operating system.

After switching on their mobile computer for the first time inside a Security Domain, users would
need to set up the key for this Security Domain. That process should be kept as simple as possible.
After this first step, they should remain unaware of the underlying security mechanisms that are set
up for them. They should only be conscious that their IP communications are protected by IPsec, and
that they are now inside a certain Security Domain that guarantees that security.

Since clients enter and leave the WLAN in a dynamic way, some automatic configuration mechanism
is needed in order to provide them with an IP address and, if necessary, other relevant information

"If the addresses used in the WLAN are private |P addresses (which is quite a good practice for private networks), a NAT
(Network Address Translation) must be accomplished somewhere, in order to have inbound IP visibility. Essentially, the
obvious solution is to install the NAT-box in the Security Gateway. However, it could also be performed in some outer router
in located in the wired network. This is, in any case, not a part of this project, since it is a normal network management
task.
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about the WLAN as they arrive. In this sense, the best alternative appears to be DHCP (Dynamic Host
Configuration Protocol), which is also available for the MS Windows 2000/XP operating system.
With DHCP, the Security Gateway can provide the incoming clients with IP addresses valid in the
WLAN. 8

The question is how to configure automatically the IPsec settings on the client's machine without
the user noticing it. One part of the information required for IPsec is static, but there is also some
necessary data that is dynamic. For an IPsec tunnel policy in the client machine, the following data is
needed:

e The IP address of the mobile node, which, in principle, will be a provisional one (delivered
through DHCP) and, hence, dynamic.

e The IP address of the Security Gateway, which constitutes the tunnel endpoint. It is essentially
static, since the scenario is not likely to be changing (i.e. the IP address of the Security Gateway
is not going to be changed very often). But to the mobile nodes, this information is dynamic: in
each WLAN he visits, this IP address will probably change. Note that as in the WLAN the IP
addresses are private, the IP address of the Security Gateway for two different WLANs might
coincide, but this does not have to happen always.

e The piece of information for the authentication step in the IPsec negotiation. In our proposal,
the IPsec authentication method used is “Preshared Key”. Each Mobile Node holds in its IPSec
policy a Preshared Key with the Security Gateway of the WLAN in which he is registered.
However, these IPSec Preshared Keys are generated dynamically, from some pre-shared se-
cret between each Mobile Node and each Security Gateway (this pre-shared secret, which is
different from the IPsec Preshared Key, is the Mobile Nodes’s “password” for each Security
Domain). For the same Security Gateway, all the pre-shared secrets with its registered clients
are different. This allows to limit the effects of an exposed client’s preshared secret (for exam-
ple, all the Mobile Nodes’ secrets need not be changed). The pre-shared secrets of one Maobile
Node with each Security Gateway (that is, for each Security Domain) are also different.

e The Security Domain name (it is not strictly necessary for the IPsec configuration, but the
Mobile Nodes need to know in which Security Domain they are in order to pick up the preshared
secret which corresponds to that Security Domain). The Security Domain name will be directly
identified by the Security Gateway’s identifier.

The first two pieces of data (IP addresses of the Mobile Node and the Security Gateway) could be quite
easily delivered through DHCP, since this protocol provides the required options to send additional
information regarding the network environment.

Let us consider the two latter pieces of information. The Security Domain name is a concept that
is not supported within the DHCP protocol, but it could still be delivered to the mobile nodes with

8DHCP clients are built in Windows 2000 Professional workstations, but no DHCP server is available, unless installing
a Windows 2000 Server. However, this operating system is expensive, and it might not suit the budget of the average users.
There are two alternative solutions: to enter the IP information by hand on the clients’ Mobile Nodes, or to set up a cheap
shareware DHCP server on the Security Gateway.
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DHCP through the DHCP option extensions. Unfortunately, Windows 2000 DHCP built-in clients do
not support these option extensions [13].

The information concerning the IPsec authentication (preshared secrets) is supposed to be present
both in the mobile node and in the Security Gateway before the node’s “sign in” step occurs. The “sign
in” is a policy negotiation protocol. It consists of the negotiation of an IPsec policy that establishes a
tunnel between the Mobile Node and the Security Gateway.

In order to achieve a better understanding of the problem, we will do a step-by-step analysis of
what happens since the user arrives at the WLAN until the moment in which he can start his IP
communications in a safe way:

1. The user switches on his computer and broadcasts a DHCPDiscover query in the WLAN.

2. The DHCP server delivers to him the IP address. It is a good practice to assign addresses stat-
ically to the MAC addresses of the WLAN adapters of the mobile devices. This should not
be a problem since there are quite a lot of private addresses available and we are building a
solution in which not many users will participate in the WLAN (small to middle-size environ-
ments). DHCP supports this feature. However, the configuration software must be able to cope
with both staticly and dynamicly assigned IP addresses. Other network information, such as
the default router (Security Gateway) IP address or the local DNS suffix can also be delivered
through this mechanism.

3. The client machine must now find out in which Security Domain he has entered. If it is a
registered node of the Security Domain, it must now proceed with the configuration of the
IPsec policy. The Mobile Node retrieves some Security Domain-relative information and uses
it to negotiate the IPsec tunnel with the Security Gateway. This negotiation (or “sign in” step),
which is implemented as a protocol, as well as the implicated software entities are the focus of
this project. If it is not an authorized node, the IPsec tunnel cannot be built.

The whole process should be as transparent as possible to the user: all he/she needs to know is that
from now on, his/her IP packets are protected over the WLAN with an IPsec tunnel.

3.3.3 Initial configuration

If no initial IPsec settings are set up in the Security Gateway, an entity could arrive at the WLAN,
assign himself an IP address of the subnet and communicate with the Security Gateway (assuming
that this IP address has never been used to build an IPsec tunnel before). On the other hand, if the IP
adress has already been used to build a tunnel with the Security Gateway, the IPsec rule will still be
active on the IPsec policy of the Security Gateway, blocking the entrance to the unauthorized client
(since he does not know the preshared key which was set up for the previous secure WLAN session).

This first-time effect is to be avoided. This points at the need for an initial IPsec policy configuration
in the Security Gateway, in order to “block” the entrance to unauthorized nodes. If the WLAN IP

°Optionally, if no DHCP facilities have been installed, both DHCP steps are skipped and the users enter these data by
hand on their notebooks or wireless-enabled workstations.
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address range consists of a D-type (subnet mask: 255.255.255.0) private subnet, the 255 IP addresses
will have to be initially blocked in order to prevent this from happening.

In IPsec filters, there are three negotiation options for the packets sent over a tunnel: “permit” (allow
them to go through the filters without further control), “negotiate security” (including cryptographic
and authentication functionality) and “block” (drop the packets). In this initial Security Gateway
configuration, the “block” option seems to be the most sensible to activate for the whole address
range.

There is one exception to this initial configuration. Some of the addresses within the private subnet-
work range will correspond to the Base Stations. The Base Stations will normally exchange packets
with neither the Security Gateway nor the Mobile Nodes, so in principle “blocking” their IP addresses
would not be a great loss. However, these addresses possibly should not be “blocked”, since the Base
Stations will most probably not understand IPsec. By “blocking” their addresses, they will become
unreachable for configuration through SNMP, if the option is available.

On the Mobile Nodes, this previous step is not heeded. Supposing they roam from a WLAN to a
new WLAN, the previous IPSec policy will still be active, blocking any other attempt to contact it
inadvertedly. If they are coming from a wired LAN environment, they should be aware to run the
WLAN security configuration software as soon as they switch on their notebooks inside the new
WLAN. If they do not, their Mobile Nodes are open to attackers, posing a serious security threat (see
Section 5.2.5).

3.3.4 Policy negotiation traffic

When the Mobile Nodes arrive at the WLAN, they will want to negotiate a tunnel with the Secu-
rity Gateway through some negotiation protd€ah order to perform some sort of machine-based
authentication, independent of that provided by IPSec (as commented in Section 3.2.3). They will
probably also want to obtain some IP settings through DHCP.

If all the IP addresses in the WLAN subnet range are blocked, they will not be able to make their
packets arrive at the Security Gateway (which will drop them). That is why additional rules are

needed in the Security Gateway's IPsec policy. The packets belonging to DHCP or the negotiation
protocol must be allowed to reach the Security Gateway directly without further processing.

These rules must apply for the whole address range of the WLAN. They must also outlive the follow-
ing negotiation processes on that IP address. If they do not, the first client will succeed to perform
the DHCP protocol run or the tunnel negotiation protocol. But the next clients will be blocked by the
previous IPsec policy for that IP address, and will not manage to reach the Security Gateway.

3.3.5 Name collisions

In this WLAN security system the Security Domain is identified by the Security Gateway’s hostname
(essentially) and the clients by their Mobile Nodes’ hosthnames.

1%This protocol has nothing to do with IPSec’s security negotiation. It is part of this project, and will be thoroughly
described in Section 3.5
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In a Security Gateway, two users may have given their computers the same hostname (i.e.: MobileN-
ode). If both want to be registered in the same Security Gateway, a name collision will occur. The

negotiation protocol by which a client builds up a tunnel with the Security Gateway is based on some

node-dependent information stored in the Security Gateway. But if two nodes are registered under
the same user’'s name, how will the Security Gateway know what user information to use for the

negotiation protocol when it receives a negotiation request of one of them?

In order to handle this problem, the following solution will be adopted. If a user wants to get registered
in a WLAN Security Domain in which there is already a client using the same hostname as his, the
Security Domain administrator will provide him with an alternative user’s name, which will be unused
in that Security Domain. When going in the rest of the WLANSs in which he is registered, the WLAN’s
client will use its hostname. But when negotiating a tunnel with this Security Gateway, it will use
the alternative name, only valid for this Security Domain. This must be registered in some Mobile
Node’s configuration file (see section 3.4.2).

The desired roaming feature of the system involves yet another difficulty. The opposite situation could
also happen. It might happen that a user wants to be registered in two Security Domains, which hap-
pen to have the same name (their Security Gateways have the same hostname, i.e.: SecurityGateway).
A similar solution as that for the user’s name collision could be conceived, but it would come across
another problem. If also Security Gateways allow alternative names for certain users, a double name
collision might occur. This can lead to unsolvable name conflicts or a too complicated negotiation
protocol.

The solution adopted is to assign unique Security Gateway names instead of user-chosen names,
avoiding both the Security Gateway name collision and the double name collision problems. Thus,
the Security Gateway names will consist of the concatenation of the Security Gateway’s hostname
and some other random characters.

3.3.6 Simultaneous IPsec policies: side effects of the WLAN IPSec security

The users of the Mobile Nodes may have previously configured some other IPsec policy on their
workstations, corresponding to some other scenario. It is not desirable that the IPsec policy that is
installed on their machines as a result of the tunnel negotiation protocol disables the previous IPsec
settings. This is a logical side effect, bearing in mind that IPsec accepts concurrently only one policy.

The logical solution would be to read the active IPsec policy on the Mobile Nodes before activating
the WLAN's tunnel policy. Afterwards, the read policy’s rules would be added to the WLAN's tunnel
policy!!. Unfortunately, in Windows it is not trivial to read automatically an IPsec policy’s features:
another solution will need to be found.

When users decide to leave a certain Security Domain, they should also be able to turn off the IPsec
policy that was produced and activated for them within that Security Domain. This operation should
also respect the previously configured IPSec policy settings (before the negotiation between the Mo-
bile Node and this Security Domain’s Security Gateway).

Hn fact, IPsec allows nested relationships or simultaneous tunnels or transport mode associations on the same policy
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3.3.7 Nodes’ passwords

The nodes are identified within a Security Domain (that is, in a Security Gateway) by an identifier
(their Mobile Node’s hostname, unless a name collision occurs).

There are two kinds of authentication: policy negotiation authentication and IPSec (IKE) authentica-
tion.

The policy negotiation authentication is implemented with a password that constitutes the credentials
of an entity (node) in a certain WLAN. For each WLAN in which a node is registered, its pass-
word will be different. This password is a secret string shared by every pair Mobile Node - Security
Gateway.

The IPSec authentication is performed by the IKE protocol. It is based in one of the three authentica-
tion methods defined by IKE. In our case, and as discussed in Section 3.2.3, the IKE authentication
method will be Preshared Key. This Preshared Key is a string related to parts or the totality of an IPSec
policy in each of the peer entities establishing an IPSec Secruity Association between themselves.

The node’s password will be used in the IPSec tunnel negotiation protocol, that aims at the eventual
generation of an IPSec Preshared Key. This Preshared Key is a string known by both peer entities that
is used during the authentication step of the IKE protocol, which aims at the negotiation of an IPSec
Security Association. It will be inserted in the corresponding IPSec tunnel policy that is configured
in order to secure the communications between the peer entities.

This points at the Access Control requirement explained in section 3.1.1. Only the Mobile Nodes in
possession of that piece of information (or “password”) will successfully complete the IPsec tunnel
negotiation protocol.

These passwords will be saved in a configuration file (see sections 3.4.1 and 3.4.2), and related to
their corresponding Security Gateway identifiers, in order to be retrieved automatically during the
IPsec tunnel negotiation protocol.

3.4 Configuration tools

In section 3.3, the way to accomplish the IPsec configuration was described in some abstract way.
But in real life, the administrator of the Security Gateway does not have to be a networks expert to
configure it. Clients need not have a special knowledge of either IP networks or the IPsec protocol
configuration: they just want to know that their IP traffic is protected when they enter a WLAN.

Therefore, it is very convenient to build some applications that simplify the configuration tasks of the
WLAN'’s users (Security Gateway administrator and clients).

3.4.1 The Security Gateway

The Security Gateway needs some initial configuration:

¢ |P forwarding enabled (this is accomplished through the corresponding Windows registry en-
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try).
e The unique Security Gateway identifier.

e Arandom source generation program. This random source will be afterwards used by the IPsec
tunnel negotiation entities.

e The initial IPSec blocking policy.
After the initial configuration has been performed, the Security Gateway must configure:
e the IPsec policy (dynamically)

The enabling of the IP forwarding must be accomplished only once, as the Security Gateway is set up.
It consists of changing a value in the Windows registry. In order to prevent users from changing the
registry themselves (which is usually an error prone practice), a “registry file” can be provided. The
registry file updates the desired value (the corresponding to IP forwarding) in the Windows registry
just by double-clicking on it.

A unique Security Gateway identifier must be produced in order to avoid Security Gateway hame
collisions (see section 3.3.5). A few randomly chosen characters will be concatenated to the Security
Gateway’s name. If the random source is good enough, name collisions will be very unlikely to
happen. An application is therefore needed to calculate those random bytes and produce an acceptable
(truly unique) identifier and store that string in a file.

As it will later be exposed (see Section 3.5.2), a good random source file will be needed in order to
undertake the policy negotiation protocol. This random source file can be produced from many ran-
dom events / variables. A program obtains some measurements from a random process and produces
a file with values generated from the deterministic random samples. This file will be later used by the
sofware entity that negotiates the IPsec tunnel on behalf of the Security Gateway.

In order to initially block all the IP addresses of the WLAN to unauthorized entities, an application
must go through the specified IP address range, which must correspond to that of the WLAN. For each
IP address, a block filter is added to the IPsec policy of the Security Gateway, making it impossible
for non-configured nodes to access the properly configured Mobile Nodes or the wired network.

Finally, a server entity must run on the Security Gateway. It must await the Mobile Nodes’ “sign
in” requests, and negotiate the IPsec tunnel which is to be established between it and them. This
process is dynamic, which means that as the Mobile Nodes enter the WLAN and send their requests,
the Security Gateway must update its IPsec policy in order to accept the new users’ Mobile Nodes.
The negotiation is based on two pieces of information: the node’s user name and the node’s password
(that is, the pre-shared secret of the Mobile Node with the Security Gateway). The server will use a
configuration file where the data of all the nodes (username + pre-shared secret) are registered.

Summarizing, the following tools are required on the Security Gateway:

1. DHCP Server (if DHCP is used)

2. Security Gateway Id Configurator
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3. Random Initializer
4. Initial IPSec Configurator

5. Policy negotiation server

3.4.2 The Mobile Nodes

In the Mobile Nodes, the following configuration is needed:

¢ |P address, default gateway, DNS server, etc.

e Arandom source generation program. This random source will be afterwards used by the IPsec
tunnel negotiation entities.

e |Psec tunnel settings: these settings depend on which WLAN we are in, and hence the mobile
nodes need to "discover” in which Security Domain they are and their local Mobile Node’s
profile (that is the preshared secret to be used in the negotiation protocol with the Security
Gateway)

With DHCP, the IP address, default gateway, DNS server, etc. are quite easy to automatically config-
ure for the clients.

The IPsec tunnel settings are not easy to understand and, hence, to configure. Users should not
be bothered to deal directly with the IPsec MMC console (which is actually the only GUI means

to configure IPSec in Windows 2000/XP). The information relative to the Security Domain (name)
should be retrieved for them and the IPsec tunnel to the Security Gateway should be automatically
negotiated and set up.

A client application should be developed that allows the Mobile Nodes to “sign in” in the different
Security Domains. It must automatically discover the Security Domain in which the Mobile Node
is, negotiate with the corresponding Security Gateway’s WLAN server an IPsec tunnel (based on an
agreed-upon Preshared Key) and configure the IPSec policy with that key on the Mobile Node. The
negotiation is based on two pieces of information: the Security Domain’s name (Security Gateway'’s
name) and the pre-shared secret of the client with the Security Gateway. The client will use a config-
uration file where the data of all the Security Domains (Security Domain’s name + pre-shared secret
with the Security Gateway of that Security Domain) are registered.

In short, the following tools are required on the Mobile Nodes:

1. DHCP Client (if DHCP is used)
2. Random Initializer

3. Policy negotiation client
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Figure 3.5: Example of a negotiation protocol run between a Mobile Node (A) and a Security Gateway

(B)
3.5 The negotiation protocol

In the previous sections, a policy negotiation protocol was introduced. When a Mobile Node enters a
new Security Domain, it must run the authentication and IPSec tunnel negotiation protocol. This pro-
tocol allows the mutual authentication of the Mobile Node and the Security Gateway of the Security
Domain. It also derives a fresh session IPSec Preshared Key (see Section 3.2.3) from the preshared
secret between the Mobile Node and the Security Gateway and some dynamically generated random
material.

Two entities take part in the protocol: the Mobile Node (running\ieANClient.exepplication),
acting as client, and the Security Gateway (runningteANServer.exapplication), acting as server.
A schema of the communication steps can be seen in Figure 3.5.

As the clients arrive at a certain WLAN and switch on their Mobile Nodes, they receive IP settings,
such as their IP address, the Default Gateway, etc. through DHCP. If no DHCP entities are available,
users enter this information by hand, depending on which Security Domain they are in.

Next, they run their client applications, WLANCIient (described in Section 4.2), starting the negotia-
tion protocol:

1. The WLANCIient application sends a request packet to the Security Gateway (Figure 3.6) with
the following information:
e its hostname) N (that is, the client’s name)
e its IP address[Py;y (recently acquired for this Security Domain)
e arandom number generated by the WLANCIlienty
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Table 3.2: Notation of the tunnel negotiation protocol

Notation Meaning

MN ldentifier of the Mobile Node
SG Identifier of the Security Gateway
1Py IP address of the Mobile Node
IPs; IP address of the Security Gateway
ryny  Random number (challenge) generated by the Mobile Node
rsqc Random number (challenge) generated by the Security Gateway
SGNyy  Signature of the Mobile Node over frame 3
SGNga Signature of the Security Gateway over frame 2

0 1 2 3
01234567890123456789012345678901
T S O SO L L O O S O O ST LS S0 S

| code = 1 | Version | Reserved |
B e S s oty SO S I I

| Client's name length | |
s e o L S R O s S S 5 Client Name |

| (n * 4 bytes: padding with '0’ bytes) |

T S e ST S S I St e SUCE SS S S o

| Client IP address (4 bytes) |
B e S e e S

| Client random number (16 bytes) |
S L L e S LS S S S

Figure 3.6: Initial request of the WLANCIient to the WLANServer

0 1 2 3
01234567890123456789012345678901
e s H o S R s s (O R IR R SR
| ERROR_CODE | Version | Reserved |
e S s i i s e s i S S S S S S S
| Message string length | |
e S T S T S S L Message string |
| (n * 4 bytes: padding with '0’ bytes) |

it ST S ST S O i SHC ST LSS S S S S St 8

Figure 3.7: Error frame from the WLANServer to the WLANCIient if it is not registered

The Security Gateway is assumed to be located in the IP address pointed by the Default Gate-
way IP setting of the Mobile Node. The reason is obvious: the Security Gateway is, anyway,
the default gateway for every Mobile Node.
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0 1 2 3
01234567890123456789012345678901
e e S L o e s SR B SR SR

| code = 2 | Version | Reserved |
B S e S S i

| Server's name length | |
i o s LR R Server Name |

| (n * 4 bytes: padding with '0’ bytes) |

T S et SR T T U Y O O U S SO O U S O S S S O S5

| Server IP Address (4 bytes) |
B e S e e e s e e i I S S S S S S

| Client's name length | |
s T L o S Client Name |

| (n * 4 bytes: padding with '0’ bytes) |

T S O Y O O O T U O YO O O O R S NI Y O R St Ot SR S S

| Client IP Address (4 bytes) |
e S s s S S R i e s e

| Server random number (16 bytes) |
e 2 e S S st S N S S

| Client random number (16 bytes) |
e S e St R o s SO, S O I S

| SGN_B

2 o S

Figure 3.8: Reply of the WLANServer to the WLANCIient's initial request

MN — SG : (I,MN, IP]\/[N,TMN) (31)

2. The Security Gateway’s server, WLANServer (see Section 4.3) receives the request. If the
Mobile Node is not registered in the Security Gateway’s database, it sends back an error frame
(Figure 3.7). If the Mobile Node is registered in the Security Gateway, the WLANServer goes
on with the protocol. Otherwise, the WLANServer goes on with the protocol. As a reply, it
sends a packet to the WLANCIient with the following information: (Figure 3.8):

e The Security Gateway’s namé&( (which is the Security Domain’s name)
e The Security Gateway'’s IP addre8%;«

e The Mobile Node’s nam@/ N

e The Mobile Node’s IP addred®, v

e arandom number generated by the WLANSenmgs

e the random number generated by the WLANCIienty

A HMAC signature of all this informationSGN s

This HMAC uses, among other things, the pre-shared secret between the Security Gateway and
the Mobile Node. This pre-shared secret has the same function as a Mobile Node’s password
(machine-based authentication) in the Security Domain.
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0 1 2 3
01234567890123456789012345678901
T S S L L L e S S S S0 S S

| code = 127 | Version | Reserved |
B S e S S i

| Client's name length | [
s e o L e Client Name |

| (n * 4 bytes: padding with '0’ bytes) |

T S et SR T T U Y O O U S SO O U S O S S S O S5

| Client IP address (4 bytes) |

B e S e e e s e e i I S S S S S S

| Client random number (16 bytes) |
S L L e e S SR S S

Figure 3.9: Abort frame sent by the client if it is not registered in the Security Gateway

SG — MN : (2,SG,IPsg, MN, IPyN,7sG,mmn, SGNsG) (3.2

3. The WLANCIient application receives the reply. If the Security Gateway is not registered in its
database, it sends an “abort” message (Figure 3.9). Otherwise, it reproduces itself the HMAC
signature over the packet information (it can do so because it also has the pre-shared secret
that was used by the WLANServer to sign the frame). If its signature matches the signature
attached in the packet, the information is assumed to be authentic (the entity that sent the reply
necessarily knows the pre-shared secret between the Mobile Node and the Security Gateway).
Only the Security Gateway is able to produce a correct signature since only it knows this pre-
shared secret. Hence, if the signature is valid, the peer entity is assumed to be the legitimate
Security Gateway.

If the signature was not authentic, the frame is dropped. Otherwise, the WLANCIient also
sends a confirmation message to the WLANServer. This confirmation states that the Mobile
Node accepts the identity of the Security Gateway. Basically, it contains the same information
as the WLANServer's reply, but signed by the WLANCIient (Figure 3.10).

MN — SG : (3,MN, IPyn, SG, I Psc, TN, TSG SGNMN) (3.3)

4. As the WLANServer receives the confirmation from the WLANCIient, it does the same as its
counterpart: it reproduces itself the HMAC signature over the packet information. If its signa-
ture matches the signature attached in the packet, the information is assumed to be authentic
(the entity that sent the reply knows the pre-shared secret between the Mobile Node and the
Security Gateway). Apart from the Security Gateway, no other entity knows the pre-shared
secret. Hence, only the Mobile Node is able to produce a correct signature. If the signature is
valid, the peer entity is assumed to be the Mobile Node.
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0 1 2 3
01234567890123456789012345678901
T S S L L L e S S S S0 S S

| code = 3 | Version | Reserved |
B S e S S i

| Client's name length | [
s e o L e Client Name |

| (n * 4 bytes: padding with '0’ bytes) |

T S et SR T T U Y O O U S SO O U S O S S S O S5

| Client's IP address (4 bytes) |

B e S e e e s e e i I S S S S S S

| Server’s name length | |
o s S I S S S Server Name |

| (n * 4 bytes: padding with '0’ bytes) |

T S O Y O O O T U O YO O O O R S NI Y O R St Ot SR S S

| Server's IP address (4 bytes) |
e S s s S S R i e s e

| Client random number (16 bytes) |
T S S L L e e ST TSl S S

| Server random number (16 bytes) |
e S e St R o s SO, S O I S

| SGN_A |
S I S N L T O e S S S S S S i

Figure 3.10: Confirmation of the WLANCIient to the WLANServer

If the node’s signature is not authentic, the packet is dropped (a request store cleaning is per-
formed each time a frame is received, in order to delete old requests, see Section 4.3). Other-
wise, the WLANServer updates its IPsec policy, adding rules for an encrypted tunnel allowing
the normal traffic between the Mobile Node and any other IP address to flow only through the
Security Gateway. This tunnel uses Preshared Key (SK) authentication.

The Preshared Key (SK) for the IPsec tunnel authentication is dynamically produced by the
WLANServer. It is the result of an HMAC using the pre-shared secret between the Security
Gateway and the Mobile Node (the node’s password for the present Security Domain) as key
and the random numbers generated by the Mobile Node and the Security Gateway and some
constant value, which is fixed for every negotiation and part of the protocol specification, as
data.

Finally, the WLANServer entity sends the WLANCIient’s confirmation (code = 3) back to it
with code = 4. This packet does not need to be signed, since both parties have already been
mutually authenticated. It does not provide additional information that needs to be signed in
order to check the sender’s identity. It just acknowledges that the WLANServer has already
updated the IPSec policy in the Security Gateway.

SG — MN : (4, MN,IPyn, SG,IPsq, TN, TSG) (3.4)
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5. Upon receipt of this packet, the WLANCIient updates its IPsec settings. The settings include
the rules for an encrypted tunnel allowing the normal traffic between the Mobile Node and any
other IP address to flow only through the Security Gateway. This rule uses Preshared Key (SK)
authentication. These rules are established between the Mobile Node and the Security Gateway,
so the IPsec protection of the communications only covers this segment. The Preshared Key
(SK) for the IPsec authentication is dynamically produced, following the same procedure as that
explained above for the Security Gateway. The routing table of the Mobile Node is updated so
that it sends all its traffic through the Security Gateway.

Finally, the WLANCIient entity launches a ping to the Security Gateway, in order to trigger the
IPSec association setup between the Security Gateway and the Mobile Node.

This handshake protocol is suited to be run over an untrusted medium, since the preshared secret
between the Mobile Node and the Security Gateway is never sent over the wireless link. However,
the pre-shared secret itself (the node’s password) can become a vulnerability: the simpler it is, the
weaker the IPsec tunnel is. That is why users should choose long, difficult to figure out padéwords

3.5.1 Security analysis of the dynamic IPSec policy negotiation protocol.

Need for mutual authentication through the signed messagesilt could be considered to simplify

the above mentioned authentication and IPSec policy negotiation protocol, by removing the mutual
authentication. If only the Security Gateway and each Mobile Node know their shared secret, why to
perform an authentication step? No authentication should be required since the IKE Preshared Key
does not necessarily have to be dynamically negotiated (both peers have a preshared secret from which
itis possible to derive the IKE Preshared Key). Only registered users would be able to build legitimate
tunnels with the Security Gateway, since only they can produce the necessary IKE Preshared Key.
The only information that the Security Gateway would need is the pair Mobile Node’s name - present
Mobile Node’s IP address for each incoming Mobile Node. All the Mobile Nodes would need to
know is in which Security Domain they have roamed.

This approach results in a lighter message exchange: when Mobile Nodes roamed into a new Security
Domain (in which they were already registered), they would just need to send an unauthenticated
request to the Security Gateway, who would update its IPSec policy considering the Mobile Node’s
name and IP address, and deriving the IKE Preshared Key from the preshared secret saved in the
Security Domain local users’ file. It would then send an unauthenticated reply to the Mobile Node
stating its identity and acknowledging that it has updated its IPSec policy. From the Security Gate-
way'’s identity, the Mobile Node would retrieve the corresponding preshared secret and derive the
Preshared Key from its local file, and update its IPSec policy.

In that design, the protocol is just meant to let the Security Gateway know the identity of the arriving
Mobile Nodes (so that it can dynamically update its IPSec policy to build a tunnel using the adequate
IKE Preshared Key with them) and to let the Mobile Nodes in which Security Domain they are in (so
that they can dynamically update their IPSec policy to build a tunnel using the adequate IKE Preshared

12For this reason, it is recommended to use a strong random password generator. More precisely, what is needed is
high-enthropy passwords. Please note that passwords do not need to be easy to remember since the user will write them
only once in his WLANCIient configuration file, not every time he runs the WLANCIient
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Key with the Security Gateway). This implies a series of security weaknesses that advocate for the
stronger negotiation (which performs mutual entity authentication) described before:

e Client DoS: If the Security Gateway reply messages are not authenticated, an attacker could im-
personate the Security Gateway, declaring that Mobile Nodes have entered a different Security
Domain from the actual one. Two things could happen: if the users do not know the Security
Domain whose identifier is being delivered by the attacker, they would be unable to perform the
IPSec configuration. If they know the Security Domain whose identifier is being delivered by
the attacker, they would be able to configure their IPSec policy, but they would still be unable
to establish the IPSec tunnels with the legitimate Security Gateway, since the Preshared Key
they have entered in their IPSec policies corresponds to another Security Domain.

e Security Gateway DoS 1. a Mobile Node is identified in a Security Domain by its hostname.
To configure its IPSec policy, the Security Gateway needs also the present IP address of the
requesting Mobile Node in the Security Domain (which is a dynamic information) and the
corresponding Preshared Key (which is derived from static data stored in a file). An attacker
could issue malicious requests with arbitrary names and IP addresses. Since no authentication
of the messages is performed, this would force the Security Gateway to change the correct
PKE Preshared Key of “logged-in” users for other arbitrary users’ Preshared Keys, making it
impossible for the legitimate users to make use of the WLAN.

e Security Gateway DoS 2: in Windows, the means to automatically (that is, not manually) update
the IPSec policy is by using the tool “ipsecpol.exe”. This tool is very computation-demanding
and the time needed to add or change rules grows with the number of rules inthe active IPSec
policy. In the proposed environments, the number of rules in the Security Gateway’s IPSec
policy is fairly high. An attacker could flood the Security Gateway with malicious requests.
Since no mutual authentication is required, these non-authenticated requests are incondition-
ally accepted by the Security Gateway, who must update the IPSec policy for every incoming
request. This would cause the legitimate WLAN users not to be able to “log in”.

Nature of the preshared secret piece of data So, authentication in both senses has been proven to

be necessary. Another question arises: although authentication is necessary, why having a preshared-
secret in the participating entities instead of the IKE Preshared Key itself? In fact, it would be possible

to store directly the IKE Preshared Keys of the Mobile Nodes with every Security Domain in a plain

file in the Mobile Nodes and a plain file in the Security Gateway containing the Preshared Keys of
the Security Gateway with every registered Mobile Node. This would avoid managing pre-shared
secret information different from the IKE Preshared Keys: the Preshared Key (used for the IPSec’s
IKE Phase | authentication step) would be the only used piece of information.

Of course, the possibility is valid, but there is still a need for a preshared piece of information (which
can be a pre-shared secret or the IKE Preshared Key itself) that can be used to sign the messages
exchanged and to derive the IKE Preshared Key that is used when updating the IPSec policy both at
the Mobile Nodes and at the Security Gateway. So the only real difference is that with the approach
proposed above, the IKE Preshared Key (which is also used in the IKE authentication) is not used for
signing both the policy negotiation messages as well as the IKE frames, but produced dynamically
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from the pre-shared secret and some other random nonces, which are different and unpredictable from
one protocol run to the next. Since the IPSec policy negotiation protocol and the IKE are separate
protocols, it seemed a cleaner approach to derive a different IKE Preshared Key from the pre-shared
secret every time that a successful protocol run takes place. This way, two different keys are used for
the two different protocols.

Mutual authentication support PKIX (entity certificates) might be used to sign the IPSec policy
negotiation protocol messages instead of the proposed pre-shared secrets. Essentially, the mutual
authentication would be equally valid as with the preshared secrets. The users, as well as the Security
Gateway, would produce an RSA key pair. A WLAN-local Certification Authority (CA) would sign

the users’ Public Keys, producing WLAN-local user certificates. By using these certificates, the
Mobile Nodes and the Security Gateway could also authenticate themselves. However, there is a
drawback to this approach: CAs are generally stored under great security conditions. This kind of
conditions cannot be expected from home and small to middle-sized environments. Operating a CA
under poor security conditions is an unsafe approach.

3.5.2 Random numbers

In order to produce random numbers, a computer uses a PRNG (Pseudo Random Number Generator).
A PRNG is a deterministic algorithm that produces a series of numbers whose properties are close to
those of a series of purely random numbers. Unfortunately, unlike a real random sequence, a pseudo-
random sequence is 100% predictable when its algorithm and seed are known. The seed is a value
used by the PRNG to start the sequence.

Thus, to produce “good” (non predictable) random numbers, it is necessary to seed the PRNG with a
completely unpredictable number. This number must be generated under strong random conditions.

As stated by Menezes et.al. [25], to produce a random bit sequence it is possible to use the following
hardware-based generators:

e Geiger counters
e Thermal noise from a semiconductor
e Frequency instability of a free running oscillator

e sound from a microphone or video input from a camera

Unfortunately, this kind of generators are out of reach for the users of WLANs at home and in small
to medium-sized environments. The other possibility is to perform a software-based random bit
generation using processes such as:

e The system clock

e elapsed time between keystrokes or mouse movements

Copyright at Technical University Berlin.
All rights reserved. Page 49



CHAPTER 3. REQUIREMENTS AND DESIGN OF AWLAN SECURITY SOLUTION

e content of input / output buffers

e userinput

e Operating system values, such as system load and network statistics.

The random numbers used in the negotiation protocol need to be specially unpredictable, since the in-
formation derived from them is flowing through the wireless medium as clear text. If it were possible
to establish a pattern on their generation, it could be a source of attacks.

Menezes et.al. [25], explain that a well designed software random bit generator should use as many
good sources of randomness as available. Furthermore, each source should be sampled and the sam-
pled sequences should be mixed using a mixing function (SHA-1 algorithm over a concatenation of
the sampled sequences is specially recommended).

Therefore, the following process is performed:

1. It is requested from the users to type in 100 random keystrokes. The elapsed milliseconds
between keystrokes are registered. These numbers are concatenated in an array and hashed
with the SHA-1 algorithm. The hash output is saved in a file.

2. As the protocol entities are started, they retrieve the system time (seconds since UTC 1/1/70
and milliseconds), concatenate this data and hash it with SHA-1.

3. They retrieve the number of running processes in the system at that moment.

4. They also retrieve information about the total memory usage (classified in 6 different cate-
gories).

5. Avariation of the SHA-1 function is used (inspired in a PRNG recommended by Menezes et.al.
[25, Algorithm 9.53], and depicted in Figure 3.11):

As CV,, the keystrokes hash is used (20 bytes)

The memory statistics, the number of processes and the time hash are concatenated and
padded withC'V{, to makeYy.

Both arrays Yj as data and’'Vj as initialization vector) are introduced in the SHA-1's
“f” compression function, obtaining'V;. From it, the first 10 bytes are used as random
bytes.

Y] is obtained by rotatind} 20 bytes to the left and XORing it with a hash (also SHA-1)
of Yy and the newly generatedl/; (as chaining value) in the righ-side 20 bytes. In the
case of the,,, iteration,Y; is obtained by rotatind’;_; 20 bytes to the left and XORing it
with a hash (also SHA-1) dfy and the newly generatedV;_; (as chaining value) in the
righ-side 20 bytes.

This procedure is repeated as many times as necessary in order to produce the desired
number of random bits. Each iteration produces 10 random bytes (80 random bits).
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Figure 3.11: Random generation scheme.

6. The initializating arraysC'V, andYy are produced only once: the first time a random number
is generated. Afterwards, the process uses thad&standY; produced as starting point for
the random number generation explained above each time a new random number is needed.

CVy = {SHA—1(keystrokes)} (3.5)
Yy = {memory_data | §processes | SHA—1(time) | padding(CVy)} (3.6)
CVi = {fsua1(CVi_1,Yi 1)} (3.7)
Y; = {(Yi1 % 2'%°) MOD 2°} @ fspas (Yo, CV7) (3.8)

Through the previously described process, it is expectable to obtain relatively high entropy, although
no further analysis has been performed in order to check this hypothesis’ validity.

3.5.3 Security of the signatures: HMAC

The packet origin authentication and data integrity are implemented in this protocol through signa-
tures over the frames’ data by using the HMAC construction. HMAC is a hash function authentication
code.

The underlying idea is to construct a MAC (Message Authentication Code) from an MDC (Modifi-
cation Detection Code). First, an MDC of the frame’s data is generated using a “secret key” (which
in our case is the pre-shared secret between the Security Gateway and each Mobile Node). Next, a
MAC is constructed out of the resulting MDC using the same “secret key” as before. The most used
construction is:

HMAC = H(K,pl,H(K,p2,m)) (3.9)
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Table 3.3: Notation of the HMAC construct

Notation Meaning

H Hash function (MD5 or SHA-1)

K Secret key used for the Hash functions
p1  Outer padding

p2  Inner padding

m  Plaintext to be signed

p1 andp, are padding patterns used to fill up the key to one input block of the cryptographic hash
function. This scheme seems to be secure [25, Note 9.67] and is documented in RFC 2104 [23].

Under normal circumstances, only the Security Gateway and each Mobile Node know the individual
pre-shared secrets which serve as a “secret key” for this process. This means that only the Security
Gateway and each Mobile Node are capable of producing such valid HMAC signatures. This structure
guarantees both the origin authentication and the data integrity.
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Implementation and evaluation

The protocol described in Section 3.5 implies two software entities: a server and a client. However,
the need for more applications to solve needs such as “true” random number generation or unique
Security Domain identifiers brings along a number of additional programs.

The actual implementation of the whole bundle of applications will be discussed in the following
sections.

4.1 Tools used in the implementation

For the implementation of the programs that will be next described, and which constitute the result of
this project, some tools and technologies have been used.

C++ (Visual C++ 6.0) was chosen as programming language.

For network traffic monitoring and analysis, “windump” has been used. It is the port to Windows
of the popular “tcpdump” tool. For some tests in relation with the authentication capabilities using
certificates of the Windows 2000 IPsec implementation, a port of OpenSSL to Windows was utilized.

In order to implement some scripts (including test scripts) the WSH technology was chosen: it al-
lowed to construct both simple GUI's and wizards for the interaction with the user and powerful
testing scripts.

4.2 The Mobile Nodes’ clients: WLANCIient

WLANCIient.exe is the client application that takes part in the IPSec policy negotiation protocol. It
runs on the Mobile Nodes and starts the communication with the server entity (WLANServer) that is
running on the Security Gateway.

As explained in section 3.5, it sends an initial request frame (code = 1) to the WLANServer. It
assumes that the WLANServer is located in the Default Gateway IP address that has been configured
in its IP settings. WLANCIient identifies the Mobile Node by its host name and uses the IP address
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Figure 4.1: First step of the WLANCIient process: sending the initial request

which has been assigned to him through DHCP or manual setting. After sending this first packet,
it launches a timer while it awaits the WLANServer's reply packet. If the timeout is exceeded, the
initial request packet will be sent again. This replay procedure is repeated up to 4 times before the
WLANCIient gives up and assumes that the Security Gateway is not running or unreachable. This can
be viewed in Figure 4.1. The replay mechanism is present whenever the client must send a frame to
the server, although it has only been included in the first diagram in order to make Figure 4.2 simpler.

Normally, the reply from the WLANServer would reach the WLANCIient. If the frame’s code is 2
(that is, the WLANSserver’s reply to the WLANCIient’s initial request) and it contains the expected
information, the client goes on with the protocol. The expected information means the same Mobile
Node’s name, the same Mobile Node's IP address and the same client's random number that the
WLANCIient proposed to the WLANServer in the initial request frame. If these data do not coincide,
the frame is considered to be wrong, and is ignored (dropped).

The next step is to search in the Mobile Node’s database to see if the Security Gateway that has sent
the reply is supported (that is, if there is a pre-shared secret established between it and the Mobile
Node). If the Security Gateway is not registered in the Mobile Node’s database, the Mobile Node
sends an “abort” frame (code = 127).

If the server is registered, the WLANCIient extracts the information contained in the WLANServer’s
reply, and verifies the integrity check (HMAC). If it is incorrect, the packet is dropped. If the HMAC

is correct (the frame is authentic), the client prepares the confirmation frame (code = 3) and sends it
to the WLANServer. Before it sends the confirmation frame (code = 3), it must check that its name
in the present Security Domain is the same as its host name. In a normal case, no user name collision
will take place and the frame will be sent. If there is a client name collision, it must send an abort
frame (to let the server know that the negotiation is invalid) and a new request (code = 1) with his
local name for this Security Domain, beginning the protocol once again from the beginning (this has
not been included in Figure 4.2 in order to make it simpler).

If the WLANServer returns an error frame (code = ERRORCODE) instead of a normal reply, the
WLANCIient shows the error message contained in the frame and exits.
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Figure 4.3: Third step of the WLANCIient process: ping the Security Gateway

After this step, it just awaits the final WLANServer message, which is not authenticated. When it

receives the WLANServer's final message, it updates the Mobile Node’s IPSec policy and launches
an initial ping over the Security Gateway, which triggers the creation of the IPSec association. Finally,
it exits notifying the user that the IPsec tunnel is ready.

The application accepts a series of command line arguments:

o -f filename: filename is the file where some additional ipsécpoimmands have been intro-
duced by the users. This commands are intended to make the users’ default IPSec settings

lipsecpol.exe is a freely downloadable tool from the Microsoft Resource Kit aimed at the automatic configuration of
IPsec policies.
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compatible with the new policy (see Section 3.3.6). It is only necessary that in the ipsecpol
commands of this file the IPSec policy name coincides with the default name of the policies
created by the WLANServer and WLANCIient progr&mdhe whole path of the file is ex-
pected. This argument is optional.

e -p port: port is the UDP port that must be used by the WLANCIient. By default, it is 58612.
However, this port might be already in use in some environments by other applications. In this
case, this option allows the users decide which port t8.UBeis argument is optional.

4.3 The Security Gateway'’s server. WLANServer

WLANServer is the server application that takes part in the IPSec tunnel negotiation protocol. It runs
on the Security Gateway and awaits the requests of the client entities (WLANCIient) running on the
Mobile Nodes.

As explained in section 3.5, it is continuously waiting for frames from the WLAN clients. In order to
achieve a better understanding, a diagram on the server’s behaviour is presented in Figure 4.4.

The usual sequence of events is the following. First, a request frame (code = 1) arrives at the
WLANServer from some WLANCIient entity. The WLANServer would normally store the data
contained in the request in a “request profile” object, which is stored in a vector called the “request
profile pool” (read more about this in Section 4.3.1). Before doing this, it performs a cleanup of the
old requests stored in the “request profile pool” (see Section 4.3.1). Afterwards, it would send a reply
frame (code = 2) back. There are some exceptions to this behaviour, though.

If the request has already been received in the immediate past time (and no further protocol frames
have been received from the corresponding WLANCIient), the request profile should be still in the
“request profile pool”. If it is, the WLANServer just updates its timestamp and sends a reply frame to
the WLANCIient. If the node is not at all registered, the request will be not be stored either. Rather,
a “user is not registered” frame (code = 16) is sent to the WLANCIient.

If the WLANServer sent a reply frame to that client, it is expecting now a confirmation from the
corresponding WLANCIient entity. If it arrives (code = 3), it searches for the corresponding profile
and extracts it from the pool vector. It checks that the information contained in the request profile
stored in the pool and the information contained in the received frame (code = 3) matches. That
is: both names (Security Gateway and Mobile Node), both random numbers (WLANCLient’s and
WLANServer’s) and both IP addresses (WLANCLient's and WLANServer's) must be equal. If they
are not, the frame is ignored (dropped).

If the data matches, it configures dynamically its IPSec policy, and eventually sends a final confirma-
tion frame (code = 4) to the WLANCIient, in order to let him know that the Security Gateway is ready
to accept the Mobile Node's packets through an IPSec tunnel.

The remaining possibility is that an abort frame arrives (code = 127). This will usually happen

2The name is “SECURE_WLAN”
%It is very important to make sure that the WLANServer is also running on that port. Otherwise, it will be unreachable
by the WLANCIlient.
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Figure 4.4: Behaviour of the WLANserver

because the WLANCIient does not know the Security Gateway (in its Security Gateway database,
there is no entry for this Security Domain). If this is the case, the WLANServer will look in the
“request profile pool” for the previously saved request profile, and erase it. Any other frame codes
are ignored (dropped).

The application accepts a series of command line arguments:

e -ip ipaddress: ipaddress is the IP address of the IP interface on which the Security Gateway is
listening for the incoming clients’ requests. This argument is compulsory.

o -f filename: filename is the file where some additional ipsecpol commands have been intro-
duced by the users. This commands are intended to make the users’ default IPSec settings
compatible with the new policy (see Section 3.3.6). It is only necessary that in the ipsecpol
commands of this file, the IPSec policy name coincides with the defaul name of the policies
created by the WLANServer and WLANCLient programs. The whole path of the file is ex-
pected. This argument is optional.

e -p port: port is the UDP port that must be used by the WLANServer. By default, it is 58612.
However, this port might be already in use in some environments by other applications. In this
case, this option allows the administrator decide which port to use. This argument is optional.
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4.3.1 The request profile pool

The request profile pool is a vector in which incoming requests’ profiles from the WLANCIient enti-
ties are stored in the WLANServer. A request profile is an object containing the following informa-
tion:

Timestamp: stores the time at which the request was received by the WLANServer.

IP address: of the client

Random number proposed by the WLANCclient to the WLANServer

Random number proposed by the WLANServer to the WLANC ient

Name: of the Mobile Node machine

The concepts of “request profiles” and “request profile pool” have been introduced to give the WLANServer
the ability to cope with multiple concurrent protocol negotiations. It can be viewed as the “state” of

the WLANServer (which, in turn, becomes a “stateful machine”). This way, the order in which frames

from different clients arrive is irrelevant to the WLANServer.

Each time a frame arrives, the request profiles pool is revised by the WLANServer. Profiles whose

timestamp is older that a certain number seconds are deleted, since the communication with those
clients can be considered to have been aborted. This prevents the vector from growing indefinitely

large for long periods of service.

4.4 The databases on the participating entities

The Security Gateway needs to know which nodes are allowed in its Security Domain and what is
the pre-shared secret with each of them. This information is saved in a file named “server.conf”. In
it, there is one entry for each registered client. Each entry consists of two values: the Mobile Node's
name (in fact, the node’s hostname) and the pre-shared secret with that client.

Each Mobile Node also needs to know in which Security Domains (that is, Security Gateways) it
is registered and what is the pre-shared secret between itself and those Security Gateways. This
information is saved in a file named “client.conf”. It contains one entry for each Security Domain,
and each entry consists of two or three values, depending on if there is a client's name collision or
not.

If there is no client's name collision, the entries consist of two values: the Security Domain’s name
(Security Gateway’s name) and the pre-shared secret between the Mobile Node and the individual
Security Gateways.

If there is a name collision, another client is using the Mobile Node’s host name. In this case, the
WLANCIient needs to know how it is called in this particular Security Domain (that is, the alternative
client's name). This is the third value in case of a client’s name collision.
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4.5 Complementary applications

Up to now, only the entities that take part in the IPsec tunnel negotiation protocol have been described.
However, some initial configuration steps are needed in order to prepare the machines to run both the
WLANServer and the WLANCIient programs. Also, some support is also needed in order to switch
off the effects of these programs over the IPsec settings of the implicated workstations.

These additional applications will be described next.

4.5.1 Security Gateway IPSec initial configurator

As explained in Section 3.3.3, some previous configuration is needed in the Security Gateway. Ini-
tially, the IPsec policy in the Security Gateway would allow all non-registered entities to hold com-
munications in the WLAN, since no rule in the policy is against it. Thus, a non-registered node could
just come up and start communicating with the registered Mobile Nodes or the wired network through
the Security Gateway.

The InitiallPSecConfigurator.exe program avoids exactly this problem: it “blocks” all the IP addresses
of the WLAN subnet in the Security Gateway's IPSec policy. It also makes the blocking rule compat-
ible with the DHCP and tunnel negotiation protocols (by allowing them). It must be run only in the
Security Gateway. It adds the following rules to the policy:

o A “block” rule to all IP addresses in the subnet

e A “permit” rule to all the IP addresses in the subnet ONLY for UPD traffic that goes to / from
the policy negotiation protocol port (which is 58612 by default).

e A“permit” rule to all the IP addresses in the subnet ONLY for DHCP traffic.

There are some exceptions to this blocking process. The IP address of the Security Gateway will not
be blocked (because a blocking tunnel between an IP address and itself makes no sense).

The Base Stations’ IP addresses may also remain unblocked (in fact, an “allow” filter may be set
for them in the Security Gateway'’s IPsec policy) because their addresses will, in theory, not be used
by clients: they are just used for Base Station configuration through SNMP. The program offers
the option to initially block them or not. Whenever it is needed, it is possible to unblock them for
configuration. Afterwards, they can be blocked again.

This can be accomplished quite easily: to initially block a certain Base Station’s IP address, the

administrator would run the program without entering the wished IP address in the file where such

addresses are listed (view command-line arguments below). When some Base Station configuration
was needed, he would enter the wished IP address in the “allowed IP addresses” file and run the
program from that address to that same address (min and max values would coincide with the IP
address’s least significant byte, see command-line arguments below). This way, the address would
be unblocked. After the configuration of the Base Station had been completed, the Base Station IP
address would be erased from the “allowed IP addresses” file, and this program would be run again
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(min and max values would coincide with the IP address’s least significant byte, see command-line
arguments below).

This prevents unregistered clients from “hijacking” the Base Stations’ IP addresses in order to perform
an attack over the WLAN.

This program must be run at least once, when installing the WLANServer software. Nevertheless, as
explained above, it can be further run if needed to block / unblock certain IP addresses or IP address
ranges of the WLAN.

It accepts a series of command-line arguments:

e -interface ip:port: after the “-interface” tag, a value for the IP interface of the WLANServer
must be entered. This argument is compulsory, and it consists of the IP address and the UDP
port on which the Security Gateway listens for the incoming clients’ requests, separated by a
colon (*:") character. By default, the UDP port used by WLANServer and WLANCIient is
58612, so it is the value which should normally be entered here. However, in some cases this
port may be already in use and another port needs to be used (and specified in this command
line argument).

o -ffile: after the “-f” tag, a file name can be entered. In this file, the IP addresses that do not
have to be blocked (or those that must be unblocked) are listed (one per line). These addresses
typically would correspond to those of the Base Stations. This argument is optional.

e -min min: after the “-min” tag, an integer value between 1 and 255 must be entered. This is the
lowest IP address which will be blocked. For example, if the WLAN subnet is 172.12.1.*, the
blocking loop will begin in 172.12.1.min. This argument is optional, but if it is entered, then
the -max argument is compulsory.

e -max max: after the “-max” tag, an integer value between 1 and 255 must be entered. This is
the highest IP address which will be blocked. For example, is the WLAN subnet is 172.12.1.%,
the blocking loop will end in 172.12.1.max. This argument is optional, but if it is entered, then
the -min argument is compulsory, and it must be smaller than the -max value.

If the Security Gateway administrator wishes to remove the IPSec policy corresponding to the WLANServer,
the application accepts the command line argument “remove” (InitiallPSecConfigurator remove).
This call deletes the corresponding IPSec policy.

45.2 Random initializer

This program (Randominit.exe) performs the first step of the random number generation process of
the system, described in Section 3.5.2. Itis requested from the users to type in 100 keystrokes (random
keys and times between keystrokes).

The elapsed milliseconds between one keystroke and the next are saved and concatenated in an array.
Later, this array is hashed with the SHA-1 algorithm. The output bytes of the hash function are saved

in a file called “wlan.seed”. The contents of this file constitute one of the random sources which are
used to seed the PRNG of both the WLANServer and the WLANCIient (and therefore is part of both
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sofware bundles). It is strongly recommended to repeat this procedure from time to time, since it
refreshes the random source of the WLANCIient and WLANServer, thus enforcing the security of the
protocol.

It takes no command-line arguments.

4.5.3 Security Gateway identifier configurator

In Section 3.3.5, the need for unique Security Gateway identifiers was introduced. Mobile Nodes
accessing the same WLAN may have the same hostname (which is by default also the client’s name).
This problem is solved by allowing them to use an alternative name for that single Security Domain.
But if also Security Gateways are allowed to use their plain hosthname as Security Gateway identifier,
a double name-collision could occur, complicating excessively the negotiation.

To prevent this from happening, a few random characters are added to the Security Gateway’s host-
name. These random characters are produced using the same system as the one introduced in the
Randomlinit.exe application (Section 4.5.2). The Security Gateway administrator is asked to enter
100 random keystrokes, and these are used to produce a series of hashed bytes. The first 4 hash bytes
are appended to the Security Gateway’s hostname in hexadecimal format (2 characters per byte), re-
sulting in 8 added bytes. Between the hostname and these bytes, an underscore character is placed.
The resulting string is called the Security Gateway’s identifier (also Security Domain’s identifier) and

it is saved in the file “securitygateway.id”.

When the WLANServer runs, it replies to the WLANCIient entities identifying itself through this
string. Additionally, this is the Security Gateway’s name that must be present in the entries of the
Mobile Nodes’ databases containing data of the supported Security Domains (or Security Gateways).
More information on these databases can be found in Section 4.4.

This procedure reduces to an acceptable minimum the possibility of a Security Gateway’s name’s
collision. It should be performed only once, during the installation of the WLANServer software.
The reason is the following: if the Security Gateway changes its identifier, every user having his node
registered within it will have to change his Security Gateway database (client.conf), since it is how
they recognize the different Security Domains. Depending on the number of registered users, this
might become a lot of work and a nuisance for the users.

This program takes no command line arguments.

45.4 Client WLAN disconnector

As the users leave a certain WLAN, they might want to switch off the IPSec policy that was activated
to build a tunnel to the Security Gateway of that Security Domain.

This application, WLANDisconnect.exe, deactivates the previous IPsec policy (that is, the active
policy for the last visited Security Domain) and activates a “default” IPsec policy that, essentially
allowing what the user decides. In this sense, there are two possibilities:

1. “Allow everything” policy: if no command line arguments are entered, the program activates
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a default IPSec policy that allows the exchange of traffic with any other entity (any other IP
address) without applying security measures.

2. “Allow what the user decides” policy: of course, more conservative users would prefer to limit
that default policy. This is accomplished by entering as a command line argument a file that
contains additional rules to be added to the “default” IPsec policy. It must be an ipsecpol-
compliant file with the additional ipsecpol commands to be executed in order to tune the “de-
fault” IPsec policy according to the user’s specific security needs. Users must just be careful to
design this file bearing in mind that the “default” IPsec policy is named “DEFAULT_WLAN"
(the ipsecpol commands should add the extra rules to this policy).

This program takes one command line argument:

o -ffilename: where filename is the ipsecpol-compliant file containing the extra rules to be added
to the “default” IPsec policy (‘DEFAULT_WLAN?"). This parameter is optional. If is not en-
tered, the activated policy will be of the type “Allow everything” and if it is entered, the policy
will be of the type “Allow what the user decides”.

However, the program performs no control over the contents of this file: it is the user’s resposibility
to enter valid ipsecpol commands that make sense and that result in a viable IPsec policy.

455 WLAN Service installer

It is very convenient to install the WLANServer as an NT service in the Security Gateway. This
allows to run the WLANServer even if no node is logged in the Security Gateway. In order to install

a program as an NT service, it is necessary to use two tools called INSTSRV and SRVANY and then
change the Windows registry manually. Users are prevented from using these tools and manually
updating the Registry (which is an error prone practice) with the tool WLANService.exe.

It installs the WLANServer.exe as an NT service, so that when the Security Gateway is turned on,

WLANServer starts running, although no user is logged in. Users must be careful to change the
account on which the service is running once the WLANServer is installed as service, in order to

restrict the permissions of the process. It can be found under the name “WLANServer”. The service
startup must also be configured (at startup, at logon, etc.). This can be accomplished in the folder
Settings/Control_Panel/Administrative_Tools/Services.

The application accepts a series of command line arguments:

e -ip ipaddress: ipaddress is the IP address of the IP interface on which the Security Gateway is
listening for the incoming clients’ requests. This argument is compulsory.

o -f filename: filename is the file where some additional ipsecpol commands have been intro-
duced by the users. This commands are intended to make the users’ default IPSec settings
compatible with the new policy (see Section 3.3.6). It is only necessary that in the ipsecpol
commands of this file, the IPSec policy name coincides with the defaul name of the policies
created by the WLANServer and WLANCLient programs. The whole path of the file is ex-
pected. This argument is optional.

Copyright at Technical University Berlin.
Page 62 All rights reserved.



4.5. COMPLEMENTARY APPLICATIONS

e -p port: port is the UDP port that must be used by the WLANServer. By default, it is 58612.
However, this port might be already in use in some environments by other applications. In this
case, this option allows the administrator decide which port to use. This argument is optional.

If the Security Gateway administrator wishes to remove the WLANServer as an NT service, the
application accepts the command line argument “remove” (WLANService remove). This call deletes
the corresponding Windows registry’s branch, uninstalling the WLANServer as NT service.
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Chapter 5

Conclusion and QOutlook

Considering the project as a whole, it is possible to draw some conclusions about the WLAN security
and the ideal configuration software features to cope with it. Some of them have been achieved, and
some remain beyond the scope of this project.

In this chapter, the configuration solution’s functionality limitations (and possible improvements) are
reviewed. An analysis of the security limitations is also made.

Eventually, an outlook on the present WLAN lanscape is performed, in order to classify this project’s
solution.

5.1 Limitations of the solution and possible extensions

There remain some open issues, which were left out of the scope of this project. The most relevant
will be discussed next.

5.1.1 Adaptability

The pieces of software generated work well if the environment is set up exactly as it was proposed
under our “typical environment” assumptions. However, these are just models that generalize the
typical and common features of the particular cases. In some environments, the network topology
might be slightly different. In others, the users might have special requirements that have not been
included in this prototype’s capabilities.

The adaptation of this software to the particular users’ needs may become a great task depending on
how much their environments differ from the ones we figured out as starting point for the project.

Although efforts have been made for the programs to be as configurable as possible, many of the
options may be quite cryptic for the average user. For example, an employee in an enterprise does
generally not know about adding custom IPSec rules or about editing an ipsecpol-compliant command
file and entering it as command-line argument for the programs.
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Table 5.1: Notation of the scalability function

Notation Meaning

w  Number of supported C-type IP subnets by the Security Gateway
¢, number of configured IP addresses (at least once since installation) in the nth. WLAN

He does not know about UDP ports or IP visibility either. This complexity was to be kept transparent
to him. On the other hand, the simpler a program is to the users, the more complicated it becomes.
So, a tradeoff between user-friendlyness and complexity is always present. In this case, a reasonable
position was found in between of both extremes.

5.1.2 GUI

The integration of the different sotware components into big applications managed through intuitive
GUIs would be the next step. A management console with load and performance statistics, config-
uration menus and client registry would be available for the Security Gateway administrators who
need not have great knowledge about networks. The same applies to the client software: a client GUI
with the connection settings and the optional ipsecpol commands represented in a more user-friendly
way would be nice and comfortable for the majority of users. All this functionality could be easily
implemented with some knowledge of GUI programming and software development.

For both sides, an installation wizard that went through all the initial configuration steps in an auto-
matic fashion and providing a GUI for the users would also be highly desirable.

Nevertheless, the system is quite easy to install and deploy as it is now, although its use becomes
more complicated if users wish to make use of the “advanced” features.

5.1.3 Scalability

Another question is the scalability of the solution. How many Security Domains can be supported
by the same Security Gateway (a Security Domain corresponds to a C-type IP subnet)? In principle
as many as wireless interfaces are installed in it (although the workstation’s limitations may set a
more restrictive limit). Of course, different installations would be necessary, one for each WLAN:
they would need different users’ databases and configuration files, but they would share the IPSec
policy. Here, a different problem arises: how many rules can be declared in an IPSec policy without
coming across serious performance loss? The more rules, the slower it is to update the policy and,
probably, the less optimal the IP forwarding becomes. Furthermore, it has not been investigated how
the Windows IPSec implementation deals with several concurrent IPSec policy updates (which is an
expectable situation when managing several WLANS).

For each supported Security Domain, a minimal number of about 750 rules and a maximal number
of about 1000 rules are added (depending on how many IP addresses have been used at least once) to
the IPSec policy. The exact formula is (see Table 5.1):
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w

Totalnumberofrules = 2(755 +¢) (5.1)
i=1

This shows that the number of rules scales quickly with the number of Security Domains.

5.1.4 Maintenance of the Security Gateway

Also, the support of users is quite rudimentary. In this project, the users’ and Security Domains’
databases are plain files with a couple of lines for each entry. These files are parsed when the
WLANServer and WLANCIient applications are started. That implies that if any changes are made
in a database (to register new clients in the Security Domain or Security Domains in a Mobile Node),
the applications (WLANCclient and WLANServer) must be restarted. A good improvement to this
drawback would be to enable the WLANServer to listen to incoming signals (similar tallttoem-

mand in Unix) in order to read and parse again the users’ database file and insert the new data into its
users’ memory vector.

In the case of WLANCIient it would not be a big problem, since in its normal operation, it is started
each time the Mobile Node enters a Security Domain. But the case of the WLANServer is different.
In principle, it is supposed to be running as a Windows service or as a continuous program. It is not
very convenient to stop its service every time we want to register a new user.

5.1.5 Portability

A port to other operating systems should be a straightforward task. Only some features of the code
should be kept in mind.

Firstly, functions of Windows libraries, such as “winsock” (for the socket programming) and “psapi”
(for the system calls in order to get system memory statistics) have been used. All the code fragments
using these libraries should be rewritten for the new platforms.

Secondly, the actual way to update the IPSec settings in a Windows is through calls to a tool called
“ipsecpol”, present in the Microsoft Resource Kit. This tool allows to set up an IPSec policy by
calling it a series of times with the appropriate arguments. In other platforms, the way to update the
IPSec policy will differ depending on the implementation used and its configuration interface.

It is not clear if all IPSec implementations have inter-platform compatibility. A hypothetical port of
this program bundle to other platform might not be compatible with this version, because of IPSec
implementation incompatibilities. However, these issues are beyond the scope of this project.

5.2 Remaining security issues

The are some security remaining issues in the proposed security design, which will be analyzed in
this section.
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5.2.1 Broadcast traffic

IPsec does not protect broadcast or multicast traffic. This could be a security problem, depending
on which information flows through the WLAN in broadcast packets. If network security-sensible
information is broadcasted or multicasted over the wireless medium, this could be a weak point to the
security.

For example, the “arp-spoofing” technique allows attackers to gain knowledge on the adjacent sub-
netwoks. The arp protocol’s traffic is broadcasted, and therefore outside of the IPSec’s protection.

In such networks, no broadcast or multicast real-time applications could be safely (if at all) carried
out. This is, obviously, a limitation to the model. Multicast is rarely used in WLANM scenarios, but
broadcast is widely used.

It requires further study in order to determine how this could affect the network security in WLAN
environments. However, the issue is beyond the scope of this project.

5.2.2 Other IPSec limitations

IPSec cannot be secure if the systems involved are not. If the computers taking part in the IPSec
tunnels are broken by an attacker, he would automatically break into the secured WLAN. Never-
theless, this threat is limited: although an attacker took control of a properly configured legitimate
member of the Security Domain, he would not be able to impersonate other legitimate Mobile Nodes.
He would not be able to eavesdrop on the traffic of the other properly configured legitimate Mobile
Nodes (because the keys used for the other tunnels are different). However, he would still be able
to communicate with them, with the Security Gateway or with any entity belonging to the wired
infrastructure or the Internet.

IPSec’s entity authentication is host-based, and not user-based. This can become a problem if some
of the machines involved in the IPSec VPN can be used by different people. In that case, all them are
assumed to be trusted, since it is the system (and not the users) that is authenticated.

5.2.3 Unconfigured Mobile Nodes

Users could still enter a protected WLAN and communicate with each other, in an “authorization vio-
lation” attack. This is, generally, a minor security problem. It could though become a serious problem
if non-configured users make use of too much bandwith. WLANs have a limited bandwidth, so this
non-authorized users might cause it to reach congestion states, and eventually “denial of service”
states if the congestion does not allow the legitimate users to hold their communications nhormally.

As explained in Section 3.1.1, this happens because the access control is performed in the Security
Gateway, and not in the Base Stations.

However, these non-legitimate users would be in no case able to communicate with the other legiti-

mate Mobile Nodes, to the Security Gateway or to other entities on the wired network segment beyond

the Security Gateway, since their packets would be blocked by the IPsec policies established among
the legitimate entities.

Copyright at Technical University Berlin.
Page 68 All rights reserved.



5.2. REMAINING SECURITY ISSUES

5.2.4 Passwords

The security of the WLAN environment is based on IPSec tunnels. Essentially, IPSec is considered
to be a secure protocol. Up to now, no serious weaknesses have been found in it. However, an
implementation can contain bugs or vulnerabilities that are not present in the abstract conception of
the protocol.

The only weakness could consist on choosing too simple, easy-to-guess passwords. The IKE Pre-
shared Key used by the IPSec tunnels depends directly on the users’ passwords. In this case, other
techniques rather than brute-force or analytical methods could be used to break the IPSec security.
Hence, user passwords containing high entropy should be used.

The obvious solution is to use a random bit generator in order to assign the passwords to the users.
By doing this, the passwords will contain a higher level of entropy and this will make the IPSec links
stronger. In fact, the Randominit.exe application (which is contained in the software bundle, see
Section 4.5.2) is a good password generator in this sense. The program provides an option that gives
an output of 40 bytes without modifying the random source file (wlan.seed). The whole string, or a
subset of it might be used as user passwords.

Unlike in other environments, the passwords need not be entered each time the users log in, but just
once when they get registered in a certain Security Domain. This allows long, entropy-rich passwords
to be used instead of user-chosen (and, hence, highly predictable) passwords.

Since the Randomlnit.exe application is shipped with both installers (server and client), any of them
could produce the user passwords.

5.2.5 Responsibility of the users

This solution relies on the users’ responsibility to build an IPsec tunnel each time they enter a WLAN
protected with this system. If they do not, their Mobile Nodes are accessible to attackers and the data
they send or receive is open to eavesdropping. However, this risk is quite reduced, since users would
most probably notice they have forgoten to secure their devices: they would have no access to the
other Mobile Nodes, the Internet, etc.

To avoid users from forgetting to run their WLANCIient applications, the WLANCIient could be set
in the Startup folder of every user. This would launch the WLANCIient after user’s login.

The correct configuration of the Security Gateway is another important item. If some of the IP ad-
dresses in the subnet are left unblocked, this would be an easy target. Also, the unprotected Base
Station IP addresses could be used by attackers in order to enter the protected zone.

Therefore, it is recommended to block all addresses in the subnet, including those of the Base Sta-
tions. If some configuration needs to be performed on them, their addresses should be unblocked, the
configuration made and again blocked.

These issues also place a high responsibility on the Security Domain’s administrator.
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5.3 Tests and results

The tests described below were performed in the development environment in which the programs
were developped:

e Two Dell workstations with Pentium Il processors and 512 M of RAM were used as Security
Gateway an Mobile Node. For some tests, a Dell wireless-enabled notebook was also used as
Mobile Node.

e The Base Station was an Apple Airport

e The wireless cards were Lucent Orinoco network adapters.

53.1 Testl

Many applications have the problem of causing memory leaks throughout their code. Normally, this
problems are not very bad if the application does not need to run for long periods of time. If they do,
the accumulated memory leaks could lead to a stack overflow or unacceptable memory losses.

This test tries to find out wether this effect is present in the programs. In this sense, the most critical
application is the WLANServer, which is supposed to run as a server for long periods of time with-
out being switched off. It consists of letting succesive WLANCIients run the negotiation protocol
continuously, one after the other, with the same server over a period of time.

This test was carried out for 64 hours and 30 minutes. A single client run the policy negotiation
protocol continuously. The system worked successfully, and no memory losses were observed in the
Security Gateway.

5.3.2 Test2

The WLANServer is supposed to be able to cope with different simultaneous negotiations from a
number of WLANCIient entities. This situation is quite probable. For example, when the employees
arrive in the morning at the office, there mey be several of them switching on their mobile terminals
at the same time. The WLANServer must be able to cope with all of those requests.

This test consists of having a humber of clients to negotiate IPSec tunnels continuously and at the
same time with a single WLANServer. In this project’s case, two and three-client tests were carried
out and they system worked successfully.

Obviously, the throughput goes down as the number of concurrent clients rises.

5.3.3 Other tests

During the development period, the functioning of the protocol was also tested, in order to explore
the different situations that derive from packet losses and unexpected situations.

Copyright at Technical University Berlin.
Page 70 All rights reserved.



5.4. QUTLOOK OF THE PROJECT

5.4 Outlook of the project

5.4.1 Future of the WLAN network security

It is an admitted fact that, up to date, IEEE 802.11b systems are relatively easy for outside attackers
to break.

Some predictions hold that. . by the end of 2002, about 30 percent of all enterprises will risk secu-

rity breaches, because they've deployed 802.11b WLANSs without proper security. Experts advise that
until next-generation WLAN security standards are defined, IPSec virtual private networks (VPNS)
should be run on all WLAN connections”

This was stated in the article[34], which was published in January 2002. What is fgystems

based on 802.11b wireless networking technology, popular both in the enterprises and in the home,
dominated WLAN sales in 2000. The residential market is the fastest growing segment of the WLAN
business. Itis projected to account for nearly half of all sales by 2005

This points at the fact that this project was aimed in the right technological trend and directed to a
growing market.

In the WLAN security market, two trends have appeared: some think that patching the WEP will
solve the problem. The enhanced WEP solutions are an example to this trend.

Others feel that WEP has lost any credibility before the consumers, who do not seem to be willing
to send their security-critical information over a WLAN. As an example, the WLAN developer cy-
berPIXIE decided in December to include the Advanced Encryption Standard (AES) in its suite of
WLAN products [36].

The IEEE’s 802.11 Working Group is now developing a next-generation WEP but currently has no
proposals for a backwards compatible encryption scheme. In fact, the only encryption scheme that
is getting support from the IEEE is an AES-based proposal [17]. A unified standards-based secu-
rity framework takes, however, a period of time to reach the market and it is not clear if existing
installations can be upgraded to such a solution.

VPN solutions belong to those willing to leave WEP aside. Some solutions have been announced so
far. However, there is also a general feeling that these VPN technologies are just a provisional patch
to WLAN security. In fact, they were not intended to secure wireless environments and therefore no
optimality can be expected when applying them to WLANSs.

The vendor security frameworks go in another direction [14]. They combine some WLAN concepts
(sometimes WEP, for example) with other security techniques. The problem with vendor solutions
is their limited interoperability. With regard to the WLAN authentication, the proposal of Symbol
Technologies hints at Kerberos as the authentication solution [37] for WLAN environments. Other
options include RADIUS and the 802.1x technology (Section 2.3.2) as authentication schemes. The
IEEE 802.1x was originally not intended for WLAN Authentication, but it has turned out to be a valid
remedy for some WEP limitations, like the shared key automatic management.

Finally, the security add-ons are yet another alternative, in the form of both software and hardware
systems (see Section 2.3.5).
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5.4.2 Assessment of this project in the landscape of WLAN security

After the analysis of the WLAN landscape made in the previous Section 5.4.1, it is possible to evaluate
this project as an alternative to the actual WLAN security options.

A priori, itis a VPN solution. VPN technologies were not originally intended to secure wireless envi-
ronments. However, they have turned out to be a valid solution to the WLAN security problems. This
project is a study of how VPNs can be adapted to wireless environments. It can also be considered
as an analysis of the present LAN and VPN technologies and the adaptability of each technology to
small and medium-size WLANs. As a VPN solution, it leaves WEP aside, relying on other security
technology. IPSec is proposed to secure the traffic of the legitimate WLAN users and protecting the
associated wired infrastructure. For this, some software components have been added to the WLAN
entities and the architecture described in Section 3.1 has been proposed. Nomadic mobility for users
roaming between multiple WLAN installations has been achieved. No special software or hardware
are required to deploy the configuration solution proposed. Complicated tasks such as the configura-
tion of IPSec policies or updating of the Windows Registry have been automated so that the dynamic
configuration of Mobile Nodes in roaming conditions remains simple and fast.

It does not use a standard authentication schema, such as Kerberos, RADIUS or IEEE 802.1x. Instead,
it implements an initial entity authentication based on a policy negotiation protocol (explained in
Section 3.5). This protocol is intended to negotiate an IPSec Preshared Key string. This Preshared
Key will be then used during the authentication step of the IKE protocol, which is responsible of the
IPSec Security Association negotiation.

The security demands of the proposed WLAN scenarios (described in Section 3.1 have been fulfilled.
Access control is achieved through mutual entity authentication between Mobile Node and Security
Gateway with the IPSec policy negotiation protocol and, later, the IPSec’s IKE authentication. Confi-
dentiality and data integrity / origin authentication are provided by individual IPSec encrypted tunnels
established between each Mobile Node and the Security Gateway that manages the Security Domain.

The solution has, however, some limitations and future work is needed. IPSec does not protect multi-
cast or broadcast traffic. This is an open issue that requires further analysis. Furthermore, its authen-
tication is host-based: in a multi-user Mobile Node, there is no way to limit the access of each user to
the WLAN IPSec tunnel.

In terms of distribution, the prototype is a free product. Furthermore, it is “Public Domain” and can
therefore be freely used or modified by anyone without asking for permission of any kind.
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Appendix A

Overview of the implementation program
files

A.1 Description of the components of the programs

There are two entities: server and client. Each of them consists of a subset of the programs analyzed
in Section A.2. This is expressed in Table A.1

A.2 Files contained in the programs

A.2.1 Common files

These are files that are shared by different programs. They will be described only once. The corre-
spondence between files and programs is described in Table A.2.

sha.h/sha.cppprovides the definitions and source code of the functions of the sha implementation

Table A.1: Correspondance between entities and programs

Programs Server entity Client entity
WLANServer.exe X

WLANCIient.exe X
Randomlinit.exe X X
InitiallPSecConfigurator.exe X
SGNameConfigurator.exe X
WLANDisconnect.exe X
WLANService.exe X
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Table A.2: Relationship between programs and common files

sha hmac endian global psapi wlanrandom ws_utils

WLANServer.exe X X X X X X X
WLANCIient.exe X X X X X X X
Randominit.exe X X X

InitiallPSecConfigurator.exe

SGNameConfigurator.exe X X X

WLANDisconnect.exe X

WLANService.exe

used. It also defines a structure SHA_CTX, which is used within the sha operation.

hmac.h/hmac.cpp provides the definitions and source code of the functions of the hmac implemen-
tation used. It also defines an HMAC constant value.

endian.h/endian.cpp defines and implements a function in order to test the endianness of bytes.
global.h defines some types useful for the sha and hmac implementations used.

psapi.h provides the definition of the Windows API functions to access the process and memory
usage information.

wlanrandom.h/wlanrandom.cpp implements the random-related functions of the server. It pro-
vides a function to generate variable-length random-byte arrays, and another function to seed
the PRNG as described in Section 3.5.2.

ws_utils.h/ws_utils.cpp contains the definitions and implementation of the functions related to winsock,
such as recovering the IP address of a host or the Default Gateway'’s IP address contained in the
IP configuration of a host.

A.2.2 WLANServer

WLANServer.cpp This file contains the main() method of the WLANServer.exe application. It per-
forms the initial set up of the server: it sets up the UDP sockets, retrieves the user information
contained in the user database and seeds the PRNG according to the procedure described in
Section 3.5.2. If the initial set up is completed without errors, it begins an infinite loop, accept-
ing one incoming protocol frame and processing it conveniently in each iteration, according to
the protocol specification explained in Section 3.5.

confmanager.h/confmanager.cppconfmanager.h provides the definitions of the functions imple-
mented in confmanager.cpp, as well as the definition of the clientFile structure, which stores the
information concerning each user, retrieved from the users database. confmanager.cpp imple-
ments the users database-related functions, including the database file parsing and registering
the different users’ clientFile objects in a vector.
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regprofile.h/reqprofile.cpp reqgprofile.h defines the reqgprofile class, which is used by the server to
store the information contained in the incoming client negotiation requests. It also provides the
definition of functions related to this class, and implemented in regprofile.cpp. regprofile.cpp
implements the regprofile class’ functions, as well as the other functions asociated to it, such as
request frame parsing, profile analysis and reply frame production based on a regprofile object.

confprofile.h/confprofile.cpp confprofile.h defines the confprofile class, which is used by the server
when a user’s confirmation has been received: the data contained in that frame is parsed into a
confprofile object. It also provides the definition of functions related to this class, and imple-
mented in confprofile.cpp. confprofile.cpp implements the confprofile class’ functions, as well
as the other functions asociated to it, such as confirmation frame parsing, confprofile analysis
and generation of session keys from the confirmation frame’s data.

errorframe.h/errorframe.cpp errorframe.h defines a method to construct the error replies sent by
the server to the clients, as well as the different error codes. errorframe.cpp implements the
function for making error frames.

A.2.3 WLANCIient

WLANCIient.cpp This file contains the main() method of the WLANCIient.exe application. It per-
forms the initial set up of the client: sets up the UDP sockets, retrieves the Security Domains
information contained in the Security Domain database and seeds the PRNG according to the
procedure described in Section 3.5.2. If the initial set up is completed without errors, it begins
the protocol explained in Section 3.5.

confmanager.h/confmanager.cppconfmanager.h provides the definitions of the functions imple-
mented in confmanager.cpp, as well as the definition of the serverFile structure, which stores the
information concerning each Security Gateway, retrieved from the Security Domains database.
confmanager.cpp implements the Security Domains database-related functions, including the
database file parsing and registering the different Security Gateways’ serverFile objects in a
vector.

frames.h defines the classes framel and frame2, which encapsulate the information contained in the
client’s request frame, and in the server’s reply frame. It also defines functions associated to
them, such as frame parsing or making, frame contents analysis and production of the session
key from the information contained in the server’s reply.

framel.cpp implements the framel class functions, as well as request frame making functions.

frame2.cpp implements the frane2 class functions, as well as server’s reply frames parsing, confir-
mation making and session calculation.

A.2.4 Randomlnit

Randomlnit.cpp This file contains the main() method of the Randomlinit.exe application. It asks
the user to enter 100 keystrokes and stores the times between keystrokes (in milliseconds). It
produces a hash out of all these stored values, concatenated in an array.

Copyright at Technical University Berlin.
All rights reserved. Page 79



CHAPTERA. OVERVIEW OF THE IMPLEMENTATION PROGRAM FILES

A.2.5 InitiallPSecConfigurator

InitiallPSecConfigurator.cpp This file contains the main() method of the InitiallPSecConfigura-
tor.exe application. It inserts rules into the IPSec policy in order to block all the IP addresses
of the specified WLAN, preparing the enviroment for a secure IPSec operation.

A.2.6 SGNameConfigurator

SGNameConfigurator.cpp this file contains the main() method of the SGNameConfigurator.exe ap-
plication. It asks the user to enter 100 keystrokes and stores the times between keystrokes (in
milliseconds). It produces a hash out of all these stored values, concatenated in an array. From
this hash, it takes a few bytes and concatenates them with the Security Gateway’s hostname.

A.2.7 WLANDisconnect

WLANDisconnect.cpp this file contains the main() method of the WLANDisconnect application. It
updates the client’'s IPSec policy so that it allows all incoming and outgoing traffic.

A.2.8 WLANService

WLANService.cpp this file contains the main() method of the WLANService application. It installs
the WLANServer as an NT server and updates the Windows Registry with the program’s path
and command line arguments.

A.3 Folder structure and build instructions

The folder structure has been organized so that all the common files reside in a unique, shared folder.
This is convenient when making changes in one of the shared components. If the shared components
were not in a common directory, the changes would need to be repeated in every instance of that
component.

The programs are placed in folders at the same level as that of the common components’ folder, as
shown in Figure A.1. The components that belong uniquely to each program (non-shared compo-
nents) are placed in the program’s folder. No further hyerarchy is used.

In order to build each program, one Visual C++ Project has been placed in each of the program fold-
ers. All the necessary components have been added to these Visual C++ projects. In some projects,
additional libraries must be added. That can be accomplished in the Properties option, in the Linker
snap. The additional libraries to be linked with the projects are listed in Table A.3. The provided
Visual C++ projects work properly only if the folder structure remains unchanged.

Essentially, that is all: open and build the projects with the Visual C++ compiler.
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~lcommon

— _|InitiallPSecConfigurator
— |Randomlnit

— _|SGNameConfigurator
— __IWLANCIient

— __|WLANDisconnect

— _ IWLANServer

L |WLANService

Figure A.1: Folder structure to build the programs.

Table A.3: Libraries to be linked with each program

Programs wsock32.lib psapi.lib
WLANServer.exe X X
WLANCIlient.exe X X
Randomlnit.exe

InitiallPSecConfigurator.exe X
SGNameConfigurator.exe

WLANDisconnect.exe X

WLANService.exe
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